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Company Information 

Founded: 2017 
Headquarters: Vienna, Austria 
Funding: Series A  
Market Segment: Software Supply Chain Security and Code Signing 
Licensing Model: Subscription and on-premises 
Geographic Focus: EMEA 

Market Segment Overview 
In response to a sharp rise in sophisticated software supply chain attacks, organizations are 
placing growing emphasis on protecting the full lifecycle of software development and 
delivery. Software Supply Chain Security (SSCS) addresses this need by providing end-to-
end, granular visibility across each stage of the process, from source code and open-source 
components to build tools and deployment pipelines. It aims to detect and mitigate risks such 
as tampering, dependency vulnerabilities, and unauthorized modifications. As development 
ecosystems become more interconnected and automated, SSCS plays an increasingly 
central role in maintaining software integrity and operational trust. This reflects broader 
industry trends around Zero Trust principles and the need for greater assurance in software 
provenance. 

Vendor Description 
SignPath, based in Vienna, Austria, was established in 2017 by RUBICON IT and became 
an independent company in 2023. It provides a Software-as-a-Service (SaaS) platform 
designed to maintain software integrity across the entire software development and delivery 
lifecycle. Its solutions are aimed at helping organizations verify that software is built, signed, 
and released under controlled and verifiable conditions. SignPath serves a diverse customer 
base, including development teams, security-focused enterprises, and large organizations in 
regulated industries. The company has an established presence in Europe and is expanding 
in North America, where software supply chain risks and compliance expectations continue 
to gain attention. 

Solution Overview and Innovation 
The core of SignPath’s approach is a combination of two components: DeepSign, an 
advanced code signing engine, and Pipeline Integrity, a process verification system that 
validates build conditions before signing. This dual mechanism forms the foundation of 
SignPath’s Zero Trust model, which integrates into software delivery pipelines to confirm that 
each release has been built under defined and verifiable conditions. Unlike conventional 
code signing tools that operate at the end of the development cycle, SignPath applies 
controls throughout the build process to reduce the risk of tampering or unauthorized 
changes. 
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To mitigate the risk of compromised signed software entering production environments, 
SignPath’s DevSec360 platform supports both synchronous and asynchronous signing 
workflows. It also integrates with popular CI/CD systems, including Jenkins, GitHub, Azure 
DevOps, TeamCity, AppVeyor, and GitLab. Built with DevOps environments in mind, the 
solution offers documentation, API references, and plugins to support integration with varied 
delivery processes. The platform extracts artifacts, recursively signs relevant files, and 
validates key metadata such as the build agent identity, source repository integrity, and 
branch protection settings before proceeding. Policies can incorporate external testing 
results or mandate the signing of release candidates after testing. With DeepSign, users can 
perform full-package signing in a single step, including nested artifacts. This reduces 
scripting effort, simplifies CI/CD integration, and improves auditability, offering a clear 
usability advantage over hash-based code signing gateways. Key capabilities include re-
signing without rebuilds, crypto agility to adapt to evolving cryptographic standards, 
reproducible builds for consistent verification, and automated policy enforcement to maintain 
compliance. It also provides malware scanning of build artifacts, certificate management, and 
nested signing to support complex software packaging scenarios. 

With DeepSign acting as a policy enforcement engine, SignPath ensures that only software 
built under trusted conditions and meeting predefined criteria such as build source, repository 
integrity, and testing status is eligible for signing and release. This approach helps prevent 
unauthorized or non-compliant artifacts from progressing through the release pipeline and 
supports consistent enforcement of organizational security and compliance requirements. 
Unlike tools that detect vulnerabilities, SignPath focuses on enforcing trust in the build 
process itself, complementing other security practices such as Static Application Security 
Testing (SAST) and Software Composition Analysis (SCA). SignPath aligns well with current 
market needs by offering a solution that can be integrated into existing CI/CD workflows 
without major architectural changes. Its emphasis on process integrity and software 
provenance supports compliance and operational assurance, particularly in regulated or 
high-risk environments. This positioning is gaining traction among both security teams and 
development leaders seeking practical ways to enforce trust in their software delivery 
pipelines. 

Strengths and Challenges 

Strengths 

• Built with DevOps in mind, with comprehensive documentation 
• Strong adaptability across cloud and on-premises environments 
• Growing momentum within European markets amid concerns over software 

sovereignty 
• End-to-end code integrity ensures each stage of software development is verifiable 

and protected from unauthorized changes 
• A core team remains focused on product innovation, driven by close collaboration 

with customers and ongoing feedback loops 
• Combines pipeline verification, policy enforcement, and artifact signing in one solution 

  



RISING STAR REPORT:  81437 
Rising Star SignPath 

 
 

 

 

 4 

 

©2025 KUPPINGERCOLE ANALYSTS AG 4 

 

Challenges 

• Limited brand recognition outside of Europe 
• Relatively small team compared to larger competitors 
• Balancing agility with strategic foresight as it grows will be critical to avoiding 

missteps in planning or execution 
• SignPath introduces a new category, which may require market education beyond 

traditional code signing or AppSec 

 

  

SignPath

KC RISING STAR: INNOVATION SCORE
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Analyst’s View 
SSCS will continue gaining prominence as cyberattacks increasingly target the development 
and distribution phases of software. End-to-end visibility and integrity controls are becoming 
essential for organizations globally. SignPath’s innovative approach to pipeline integrity and 
its strong focus on integration position it well to capitalize on this trend. As regulatory 
requirements around software security tighten, vendors offering comprehensive, low-friction 
solutions like SignPath are likely to see growing demand, especially among European 
enterprises prioritizing software sovereignty.  
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Related Content from KuppingerCole 
Leadership Compass: Software Supply Chain Security 

Advisory Note: SBOM as a Core Element of Cyber Resilience 

Webinar: Secure DevOps: Key to Software Supply Chain Security 

Blog Post: Prepare, Prevent, and Protect 

 

About KuppingerCole 
KuppingerCole, founded in 2004, is a global, independent analyst organization 
headquartered in Europe. We specialize in providing vendor-neutral advice, expertise, 
thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM (Identity 
and Access Management), Cloud Risk and Security, and Artificial Intelligence, as well as for 
all technologies fostering Digital Transformation. We support companies, corporate users, 
integrators, and software manufacturers in meeting both tactical and strategic challenges and 
making better decisions for the success of their business. Maintaining a balance between 
immediate implementation and long-term viability is at the heart of our philosophy. 

Copyright 
© 2025 KuppingerCole Analysts AG. All rights reserved. Reproducing or distributing this publication in any form is prohibited 
without prior written permission. The conclusions, recommendations, and predictions in this document reflect KuppingerCole's 
initial views. As we gather more information and conduct more in-depth analysis, the positions presented here may undergo 
refinement or significant changes. KuppingerCole disclaims all warranties regarding the completeness, accuracy, and adequacy 
of this information. Although KuppingerCole research documents may discuss legal issues related to information security and 
technology, we do not provide legal services or advice, and our publications should not be used as such. KuppingerCole 
assumes no liability for errors or inadequacies in the information contained in this document. Any expressed opinion may 
change without notice. All product and company names are trademarks™ or registered® trademarks of their respective holders. 
Their use does not imply any affiliation with or endorsement by them.  

KuppingerCole Analysts supports IT professionals with exceptional expertise to define IT strategies and make relevant 
decisions. As a leading analyst firm, KuppingerCole offers firsthand, vendor-neutral information. Our services enable you to 
make decisions crucial to your business with confidence and security.  

Founded in 2004, KuppingerCole is a global, independent analyst organization headquartered in Europe. We specialize in 
providing vendor-neutral advice, expertise, thought leadership, and practical relevance in Cybersecurity, Digital Identity & IAM 
(Identity and Access Management), Cloud Risk and Security, and Artificial Intelligence, as well as technologies enabling Digital 
Transformation. We assist companies, corporate users, integrators, and software manufacturers to address both tactical and 
strategic challenges by making better decisions for their business success. Balancing immediate implementation with long-term 
viability is central to our philosophy. 

For further information, please contact clients@kuppingercole.com. 

https://www.kuppingercole.com/research/lc81221/software-supply-chain-security
https://www.kuppingercole.com/research/an80876/sbom-as-a-core-element-of-cyber-resilience
https://www.kuppingercole.com/watch/secure-devops-supply-chain-security
https://www.kuppingercole.com/blog/small/prepare-prevent-and-protect
mailto:clients@kuppingercole.com



