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Case Study

This Italian natural gas provider needed a complete picture of its security posture 
across Information Technology (IT) and Operational Technology (OT) networks. 
They chose the Skybox Security Posture Management Platform along with scanning 
technology from Nozomi Networks to deliver a single consolidated view.

Get a consolidated  
view of IT and OT networks
Italian natural gas provider selects an integrated Skybox Security 
and Nozomi Networks solution to manage their IT/OT  
security posture.
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Integrate Nozomi Networks OT security technology with Skybox.

Gain visibility of the complete IT/OT attack surface.

Assess vulnerabilities and mitigate potential risks.

Learn how you can:

40% 
of chief security officers say their 
organizations are not well prepared for 
today’s rapidly evolving threat landscape.1

https://www.skyboxsecurity.com
https://www.skyboxsecurity.com/products/security-posture-management-platform/


Business challenge

Get a single pane of glass view across OT and IT 

The organization was already an established Skybox Security customer. So, when it came to 

selecting a technology that would help them monitor their OT and IIoT assets and devices, 

they wanted a solution that would integrate with Skybox to give them a single pane of glass 
view across IT and OT.

Following evaluation of several potential technology providers, the organization chose cyber 

security technology from Nozomi Networks to provide an integrated solution.

Solution
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Monitor and protect OT network devices 

This organization controls the regulated activities in Italy’s natural gas sector, managing the 

transport, storage, and regasification of natural gas. The organization operates in a highly 

regulated environment and must be able to demonstrate its compliance with health, safety, 

and environmental legislation, ensure uptime and be ever vigilant in the fight against 
cyberattacks.

The organization needed to monitor and protect its Supervisory Control and Data 

Acquisition (SCADA) assets from attack. These assets underpin a downstream network and 

storage infrastructure that spans Europe across over 40,000 km of pipeline and storage.

A key requirement was that the solution would complement their existing investments and 

enable them to see their consolidated security posture across both IT and OT networks.

We needed to select the right technology for 

monitoring our OT networks and bridge the 

management gap between OT and IT to obtain 

a single view of our security posture.”

Italian natural gas provider 
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Skybox and Nozomi demonstrated that the out-of-the-box integration between the two 

technologies delivers a seamless view of assets, risks, and exposures across their IT and OT 

technology estate.

Want to learn more? Get a demo or talk to an expert:
skyboxsecurity.com/request-demo

Gain visibility and context across the IT/OT attack surface 

The Skybox Security Posture Management platform comprises Firewall Assurance, Network 

Assurance, Change Manager, and Vulnerability Control modules. By integrating OT security 

scanning data from Nozomi Networks into the platform, the organization has gained visibility 

of the entire OT/IT estate from a single management console.

Sophisticated visualization and analytic features enable the organization to aggregate, dice, 

and slice the data to understand their precise exposure to threats and vulnerabilities.

Results

We were impressed that the integration between 

Skybox and Nozomi worked straight out of the box. 

Data gathered from Nozomi Networks’ OT scanning 

technology is ingested into the Skybox platform so the 

team has an unparalleled level of visibility, from pipeline 

sensors to enterprise servers.”

Italian natural gas provider 
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