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360° Cyber Security

Extended Detection & Response (XDR)
Endpoint Detection & Response (EDR)
Identity Detection & Response (IDR)
Network Detection & Response (NDR) ® Managed
Cloud Detection & Response (CDR) Petection'
. . Response (MDR)
Security Information & Event Management (SIEM)

Comprehensive Incident Response & Forensics

Compromise Assessment
Threat Hunting

Cyber Threat Intelligence (CTI)
Cyber Deception

® Hunting & Intelligence

Security Operations @

Managed XDR & SIEM
Vulnerability Management
Digital Risk Exposure Services

Cyber
Defence O

In der dynamischen, sich standig verandernden
Welt der Cyberbedrohungen ist es

entscheidend, potenzielle Angriffe schnell zu
identifizieren und zu bekampfen. Samtliche
Services werden aus dem ISO 27001-zertifizierten
und ISAE 3000 Typ2 Uberpriften Cyber Defence
Center (CDC) in der Schweiz sowie aus
Deutschland erbracht - mit 24/7 Betrieb und
durchgehend personeller Besetzung.

H Crisis Management & Coaching
I“Cldent Large Scale Investigations
Response o Business Recovery Support
Authorities Exchange

Erfolgreiche Cyberangriffe kbnnen nie
vollstandig ausgeschlossen werden.
Unser Computer Security Incident
Response Team (CSIRT) ist im Ernstfall
umgehend zur Stelle, um die Angreifer zu
stoppen und den Schaden mdglichst
gering zu halten. Wir stehen Unter-
nehmen in jeder Phase zur Seite und
sorgen daflr, dass sie schnellstmoglich
wieder handlungsfahig sind.

(I R) Threat Actor Negotiation

Crisis Communication & Public Relations
Payment Assistance

Legal Support

Continuous Intervention Risk Assessment

Incident (>]
Response & Recovery

Large Scale Forensics
Network, Computer & Memory Forensics
OT & loT Forensics

Forensics ©

@ Crisis Cloud Forensics
& Incident Mobile Forensics
Response E-Mail Forensics
Readiness Malware Reverse Engineering

Expert & 2nd Opinion for IR Cases

IR Readiness Assessment
IR & Recovery Plan
IR Tabletop Simulation

Cloud
360°
Cyber
Security 2
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Managed
- Endpoint Protection Platform (EPP & EDR)
Secu I‘Ity & Asset & Compliance Management
File Encryption
Network Mobile Device Management (MDM)
. . . . . Endpoint Securit
Cybersicherheit gelingt nur mit einem stabilen, @ & 4 o
zuverlassigen Fundament. Dazu entwickeln P”v'!eged Acce.ss Management (P.AM.)
) ) ) ) ) Identity & Access © Multi Factor | Risk-Based Authentication
wir IT-Sicherheitsarchitekturen, die auf modernsten Management Permission Governance
Netzwerk- und Sicherheitslésungen basieren. IAM | CIAM | EIAM
Durch umfassende Professional Services sowie 24/7 o Security- & Network-Infrastructure-as-a-Service
24/7 Managed Services gewahrleisten wir Managed SASE-as-a-Service
zudem den kontinuierlichen Schutz digitaler =~ & Support SCION Internet-as-a-Service
Services Vulnerability- & Risk-Management-Platform-as-a-Service

Infrastrukturen und die zuverlassige Verfligbarkeit.

Next Generation Firewalling
Micro Segmentation

LAN | WLAN | ADC | NAC
WDM & High Speed Encryption
Secure Access Service Edge (SASE)
Hybrid Cloud | Multi Cloud
Web & E-Mail Security

WAF | Reverse-Proxy

SCION Internet

IPAM | DNS & DHCP | DNSSEC
OT & loT Security

Breach-Attack-Simulation-as-a-Service
EPP- & EDR-as-a-Service

® Enterprise Networking & Security WAF-as-a-Service
SIEM-as-a Service

Architecture & Design

Zero Trust

Security & Network Engineering
Configuration Review
Hardening Service

Q Detection & Automation Professional Services ©

Extended Detection & Response (XDR)

Endpoint Detection & Response (EDR)

Network Detection & Response (NDR)

Cloud Detection & Response (CDR)

Security Information & Event Management (SIEM)
Security Orchestration Automation & Response (SOAR)
Network Automation

Cyber Threat Intelligence (CTI)

Vulnerability Management



360° Cyber Security

Competence Center  Gacu rity

360°
Umfassende Sicherheit und Expertise in der Cloud - Cyber
von der Strategie, Architektur und Transition L Security
Uber die professionelle Umsetzung und den sicheren “@
Betrieb bis hin zur kontinuierlichen Optimierung 4
und dem reibungslosen Off-Boarding.
Security O
Consu Itl ng Cyber Risk Resilience
_ _ _ _ _ ISO/IEC 27001 |
Professionelle Sicherheitsberatung ist unverzichtbar, um Information Security Management System (ISMS)
den vielfaltigen Anforderungen gerecht zu werden und die cvb Cyber Security Framework (NIST)
. : . . : . er : ; i
individuellen Ziele zu erreichen - sei es im Bereich SZcurity © !I[‘Ck:ﬂent iesponse P_llf:\_llj)lzlng | Crisis Management
. . . . ableto ercises
Strategie, Governance, Risk und Compliance, Architektur Strategy ‘etop Bxercise (TTX)
_ . _ B Business Continuity Management (BCM)
und Design, Security Assessments oder bei der Férderung _ _
einer sicherheitsbewussten Unternehmenskultur.  security > Network & Security Architecture | Zero Trust
Architecture Microsoft, AWS, GCP, Cloud Security Governance
Cyber Security Framework (NIST) & Design loT | Industry 4.0 | OT | Smart Infrastructure
Network & Information Security 2 (NIS 2) Assessments
SWIFT (Society for Worldwide @ Human-Centered Security
Interbank Financial Telecommunication) Governance, °
SIC (Swiss Interbank Clearing) Risk & Awareness Concept & Program
CH revDSG | EU GDPR Compliance Awareness-as-a-Service
ICT Minimum Standard Management Workshop
Incident Response Readiness Awareness Show | Live Hacking
Al & Cloud Security Assessments Web-Based Training | E-Learning
CISO-as-a-Service Phishing & Social Engineering Simulation Red Teaming
IT, Cloud & Security Governance H Purple Teaming
Cyber Risk Management Penet r_atlon Attack Simulation
Compliance Management TeStlng & Internal Attack Simulation
(FINMA, SWIFT, SIC, CH revDSG, EU GDPR) - (Assumed Breach Assessment)
Certification Guidance Red Teamlng TIBER EU Application (Web, API, Fat, Mobile App)
(ISO 27001, ISO 27701, TISAX, IEC 62443, CMMC) PP ’ ’ ’ PP
@ Adversary Internal | External
Effektive Cybersicherheit erfordert ein tiefes gimu_lation Infrastructure (Cloud, Container,
} . . ervices - -Mai i
Verstandnis der Methoden und Taktiken Vi Web-Proxy, E-Mail, WLAN, Server, Client)

loT | ICS | SCADA
Active Directory Assessment
Source Code Review | Protocol Analysis

von Cyberkriminellen. Mit unserer Expertise im
Bereich Penetration Testing & Red Teaming
identifizieren wir nicht nur Schwach-

stellen, sondern entwickeln auch Tools und @ Research & Development

Verfahren, um diese zu erkennen, noch bevor

Penetration Testing ©

Exploit & Vulnerability Research

potenzielle Angreifer sie ausnutzen kdnnen. Malware Reverse Engineering
Partner
Adtran  ARLSCK  uamai /Ry anarara CATO  @CLAROTY  \GROWDSTRIKE CYBERARK'  @F Cymulate I= Extreme £ERTINET ||| Harfanglab ~ HPESMRS

IZEE  knowbe4 BR Microsoft  {eNOZOMI  QoOnespan 4 paloalto  MProgresskemp  proofpoint.  EASEPPMAIL W Silverfort  splunk> @ TANIUM VECTRA
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