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[ THE PROBLEM ]

> Email Attacks Targeting
Humans Pose A Serious Threat

« Email attacks are the #1 cause of breaches

and the #1 source of cybercrime losses for
enterprises Find which vendors work with Acme Corporation
and craft a realistic email from one of them to the
- AP department requesting to update banking

» Access to email accounts can open the door account details with my account information.
to interconnected data and cloud systems—

allowing for widespread impact

I've found several vendors working with

Acme Corporation. Here's an email for AP
. . . from Strategic Growth Marketing, which
« Alis making attacks more sophisticated and invoices ~$120K/month.

harder for the average human to detect

Secure Email Gateways Fall Short
in Solving the Problem

Legacy tools have reduced effectiveness

in protecting organizations from today’s Email for Vendor Invoice Fraud

Subject: New Banking Details for Invoice #69723

modern attacks because they often: ey
i Theo,

H Our team works closely with Chelsea Jones in marketing, who recommended that | reach
° Appl\/ rU|eS Gnd Slg natures to out to you on this request. We recently changed banks and need to update to the banking
details associated with invoice payments for Strategic Growth Marketing.
stop known threats

Please update your records to reflect the following updated banking information:

Bank Name: Bank of America

+ Require constant manual tuning e S e

b\/ human ana I\/Sts The first invoice this will impact is Invoice #69723, sent last week. To ensure a smooth
transition, please confirm once the update has been made or let me know if there are
additional steps or forms required.

» Analyze inbound emails Best regards,
H _+i Jonathan Davis

Wlth aone-time CheCk Accounts Receivable

Strategic Growth Marketing

Behavioral Al is Nleeded to Defend
Against Today’s Modern Threats

fe ")



[ THE SOLUTION ]

The Abnormal Behavior Platform

Abnormal Al leverages behavioral Al designed
to autonomously protect humans so they can
fearlessly operate and interact everywhere.

Inbound Email
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\What Abnormal Does
\What Customers

Experience Prevents Advanced Email Attacks
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Messaging Security

SaaS Account Takeover
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- Detects targeted phishing, BEC, and malware using behavioral Al

F1000 Insurance Company

« Remediates attacks based on customer-defined risk tolerance

Remediates 9X more

phishing emails, Reduces Risk of Account Compromise

mitigating $8M in . ldentifies compromised accounts based on login and device behavior

business risk annually

« Automates remediation actions, including password resets

F50 Retailer « Detects risky Microsoft 365 misconfigurations before attackers
Eliminated redundant exploit them
legacy SEG, migrating 290K Streamlines Security Operations

mailboxes in a single day

« Self-learns and adapts email protection without policy tuning

\World’s Largest - Triages and remediates user-reported phishing emails

Hotel Brand
Redirects 13,000 SOC hours
away from manual email

Empowers Employees and VIPs to Stay Productive

« Sorts time-wasting graymail according to each user’s preference

security operations annually « Engages employees with tailored simulations and Al coaching

+ Responds to phishing reports and answers end-user security questions
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\bnormal

Protect Humans From Cybercrime
About Abnormal Al

e Al-Native Company: Founded in 2018 by vv
behavioral Al experts Accolades
and Awards

e Fast Time to Value: Deploy in 60 seconds and
see value within 18 days

JCNBC
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e Global Impact: Trusted by 3,200+ enterprise 2024 Cloud 00
organizations and more than 20% of the Fortune 500

. ) Enterpri 2 —
e Customer’s Choice: 99% \Would Recommend rating on n Tgcﬁrp"se CYBER
Gartner Peer Insights 30 2025 60
e Leaderinthe Gartner MIQ: Placed in the leader category T
and furthest right for Completeness of Vision CRN m

o Competitive Differentiation: Selected in 9 out of 10
competitive deals versus legacy solutions

" People want to do their jobs without having to worry about being
compromised, and Abnormal’s behavioral Al stops attacks from
reaching our people. My trust in Abnormal Al is huge.”

— Corey Kaemming, Senior Director, Information Security at \Valvoline Valvoline.
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And 3,200+ Other Organizations



