MANAGEMENT GENTER

THOR scans across your endpoints.
Controlled from one console.

Run and schedule THOR scans directly on your endpoints through lightweight agents. Centrally
manage scan campaigns, custom indicators and results, on-premises and under your control.
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UP TO MORE THAN
25,000 1 milli
, million
endpoints per Management Center instance endpoints across centrally managed,

multi-instance deployments

One rollout. The lightweight agent stays installed; THOR runs on demand or on a schedule.

Incident response IT & OT security Continuous assessment
Investigate live endpoints via Extend threat detection to Schedule recurring THOR scans
remote consoles, browse and restricted, legacy and OT systems across your endpoints. Use

collect files, and execute built-in or where standard endpoint scans Analysis Cockpit baselines to focus
custom playbooks for incident aren't possible, using on new and changed findings
response and containment. THOR Thunderstorm. instead of reviewing the same

results repeatedly.
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MANAGEMENT CENTER

From scanning to response.

Scan your endpoints
= {0 @& AIX

Windows Linux mac0S AIX

Lightweight agents: scans and evidence collection.

Flexible deployment
Recommended agent « THOR offline packages
Agentless PowerShell

Investigate & respond

Remote console

Real-time investigation and file collection. Windows
PowerShell; Linux/macOS local shells. Complex
scripts. All sessions recorded and replayable.

Deeper investigation per endpoint

Run a more intensive THOR scan on a single
connected endpoint when a finding needs a closer
look, without a new rollout.

Extend into IT & OT
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THOR Thunderstorm

Collect files from ESXi hosts, Citrix appliances and OT
systems where no endpoint scan is possible, and scan
them on your on-premises Thunderstorm service. One
console for IT and OT.

Trusted by over 500 customers worldwide.

See Management Center in action.

Technical demo - Compromise assessment - Strategic conversation

info@nextron-systems.com
nextron-systems.com/management-center

ALSO AVAILABLE AS
A MANAGED SERVICE

by Nextron Security Experts.

Apply your intelligence

Custom I0Cs & YARA rules
Filenames, keywords, C2 indicators and hashes;
signatures from threat feeds and investigations.

Estate-wide coverage
Manage and apply built-in and custom indicators of
compromise (I0Cs) across endpoints.

Connect your tools

APl integrations
SOAR, SIEM, MISP / 10C feeds and security tools.

Automatic THOR result forwarding

Management Center :| m

n Analysis Cockpit

Scan findings from both sources in one SIEM feed.

Assess continuously

Scheduled scans
Recurring group scans by template: the mechanism
behind continuous assessment.

Analysis Cockpit
Baseline the results; review what is new or changed.

Operational dashboard
Scan statistics, errors and system performance.

Compromise assessments delivered
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