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The Company
Swiss Post
Cybersecurity

Security for Digital Assets

With Swiss precision and innovation, we strengthen your cyber resilience

With the growing number of cyber threats, secure
interactions and privacy are top priorities. Without
cybersecurity, secure digital communication is no
longer possible.

As Swiss Post Cybersecurity, we offer companies
and public authorities comprehensive security
solutions to better protect confidential informa-
tion and meet ever-increasing security require-
ments.

We support more than 350 organizations in
Switzerland and Europe and hold around 130
security certifications. We have long-term partner-
ships with more than 30 manufacturers.

Your Benefits

— Confidentiality and Integrity: We protect your
sensitive data from unauthorized access.

—Smooth Operation: We prevent system down-
times so your data and applications are always
available.

— Compliance: We ensure that you comply with all
legal regulations and are prepared for audits at
all the times.

—Swiss Made: A Swiss company with a Cyber
Defense Center in Switzerland.

swisspost-cybersecurity.ch

Swiss Post Cybersecurity at a glance

— Swiss company formed by the merger of
terreActive and Hacknowledge

— Experience: Cyber Defense since 1996 with
7x24 SOC incl. our own CSIRT

—Strong support: Standalone subsidiary of
Swiss Post

—Employees: 150
—Headquarters: Aarau
— Further offices: Zurich, Morges, Luxembourg
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Monitor. Detect. React. Our services protect your company.

Clear focus: 2/3 of our business activities are focused on Cyber Defense.

Tried and tested: With almost 30 years of experience in security, our flexible concepts are designed
to be easily integrated and efficiently operated.

Relief: We provide targeted services to complement your organization and relieve your resources.

Close to you: With 365 days of full-time service in Switzerland, we guarantee a quick response to alarms.

Our Solution for your Security

=

Cyber Defense Center

MSS & SOC Services

Incident Response: DFIR, CSIRT
SIEM, SOAR

Threat Hunting, Threat Intelligence

Offensive Security
Penetration Test
Phishing Test
Vishing Test

Vulnerability Scanning
Managed EDR

Use Case Implementation
Risk Evaluation

Assume Breach Simulations
Secure Code Review
Configuration Review

Physical Intrusion Test Red Teaming
Governance, Risk & Compliance
GRCS CISO as a Service GAP Analysis
]@ Security Officer on Demand Risk Analysis

Cybersecurity Readiness

Audits & Assessments

Tabletop Exercise

@ Integration & Technical Consulting

Consulting for Microsoft Cloud Security BAS Breach & Attack Simulation
Consulting for Splunk Integration Services for
Consulting for Tenable 3rd-party solutions
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Hackademy
Trainings featuring hands-on defense, On site at customer’s location
attack and governance sessions In our offices in Aarau or Morges
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Partnerships & Integration Services

Microsoft Splunk Elastic Vectra
Tenable KnowBe4 C2SEC Airlock
SEPPMail Cybereason Fortinet SentinelOne
Lucy One Identity Cortex Kaduu
Kaspersky SafeBreach DomainTools Cisco

Cybersecurity 360° - plan, build, run

The seamless operation of your network and all its associated IT services is essential for the success of
your business. Swiss Post Cybersecurity offers compehensive support, from planning and implementing
your cyber defense solution to operating your security infrastructure around the clock.

Swiss Post Cybersecurity AG +41 628340055 I'JI]P
Kasinostrasse 30, 5001 Aarau info@spcs.ch

Rue de Lausanne 35A, 1110 Morges swisspost-cybersecurity.ch



