Personalized
Phishing
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Combat phishing with sophistication

Intuitive, personal,
and connected phishing

Quickly launch basic campaigns. Personalize
phishing experiences for different roles ana
behaviors

Encourage positive reporting with automatic
feedback on every emall
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Personalized Phishing

@ Quickand easy set-up O sosafe

o Phishing @ / Phishing

Ta rg eted a n d Create your first phishing simulation
Let’s teach y«
You can cre; ions.

behavior-based
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Basic phishing
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Simple setup of phishing campaigns
with the same templates for all users.
= ' Phishing @ / phisni

3 crese you s prising st @ Campaign creation is streamlined and

your amployecs how to dotact phishing thraats,
wtiple simulats

' efficient.
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. Faster responses to emerging
threats.




Targeted phishing

Phishing @ / with different templates for specific

Sl Simple setup of phishing campaigns
| % user groups.

E-Leaming

e s e e Lt S Tailor-made phishing emails for
i E@ finance, IT, HR, developers, and
managers.

Inline with regulatory frameworks
O that mention training associated with
M .

the risks eachrole faces.




Behavior-pased phishing

() sosafe  mmainng  Achiovements

_ - Automatically adjusts the difficulty
S e — and frequency of phishing emails

N Overview  Simulation Setup
Dashboard

0 st @) > @ rages > D @rovew - Lased on user behavior.

[T E-learning

~J) Phishing Report Button

Personalized simulation

You can use the preselected templates or customize your selection to fit your specific needs. Template
difficulty ratings are based on the included clues (inspired by the NIST Phish Scale) as well as our
experience and research

Emails

(D Sophie Rapid Awareness

Ftr s (&5 e ) (& e ] (@0 Enhances human risk management by
tailoring phishing simulations to
individual behaviors and risk profiles.

IT Policy Acknowledgment Required

System Maintenance: Account Verification
Mandatory Software Update: Act Now
Product Launch Team Meeting: RSVP Required
Social Media Campaign Evaluation Survey

IT Training: Cybersecurity Best Practices

Combined with Personalized Learning,
v provides training thatis highly
relevant and impactful.

Marketing Budget Approval Request
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Critical Seeurity Alert: Immediate Action Required




Amateurs hack systems,
professionals hack
people.

Bruce Schneier

Expert in Cryptography
and Computer Security
Harvard University

SoSafe GmbH sosafe-awareness.com
Lichtstrasse 253, iINnfo@sosafe.de
50825 Cologne
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