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Introduction

n the world of information technology (IT), the next big, new

thing comes along just about every week, it seems. Innovations

are frequently amazing, sometimes stunning, often quite dis-
ruptive. But also, just about every week, along comes another
story of cybercrime and costly data breaches.

Fitting right into both contexts is a fast-growing technology
known as Confidential Computing. It’s far more than a “flavor of
the week” IT innovation in that it tackles a key aspect of data
security that hasn’t been satisfactorily addressed in the past. But
it’s also more than simply a data security advancement because
its use can accelerate innovations of all kinds — even literally
lifesaving breakthroughs.

Until now, you could feel reasonably good about the security of
your data while it was at rest, idle, and encrypted in a database on
a server somewhere on-premises or in the cloud. You could feel
okay about that data while it was in transit across public or pri-
vate networks, too, because it can still be encrypted before travel-
ing from one place to another.

But take it out of its secure lockbox to process it, and it can be a
sitting duck, waiting for a malicious actor to pounce. And it has
to come out of that box and be unencrypted because an applica-
tion has to see the data in order to use or analyze it. No surprise,
then, that many organizations are wary about allowing their most
sensitive data to be processed on infrastructure over which they
have little control.

Confidential Computing provides intrinsic security to applica-
tions and data while in this critical stage of existence — in use —
wherever they might be deployed. The technology isolates sen-
sitive data and code during data processing. Data in use is pro-
tected by RAM encryption and hardware-based technologies. If
it’s in the cloud, even the cloud provider can’t see the data during
processing, and neither can any potentially malicious, privileged
users.

This really is a game-changer, for a number of reasons. On the
surface, it’s a powerful advancement in security because it pro-
tects data during that unavoidable point in its life when it has to
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shed its protective armor. But that’s only part of the value. The
biggest causes for celebration are the ways Confidential Comput-
ing enables your organization to do things you may not have been
able to do before.

The protections it provides — along with its capabilities for attes-
tation, among others — open the door for doing business in some
hyper-regulated places that had previously been less than wel-
coming. Regions of the world, such as Europe, have stringent data
protections that cause some businesses to steer clear, and the
same can be said about industries such as health care. Confiden-
tial Computing opens the door to new markets.

But it also enables new activities. For example, different and even
competing organizations are much better able to collaborate with
their data. Federated machine learning may allow them to achieve
greater things together than they could separately — maybe even
lifesaving healthcare breakthroughs — and they can use their data
collaboratively without letting the other parties actually see it.

Unlike some disruptive new technologies, this one didn’t emerge
from someone’s garage. Confidential Computing is supported
and boosted by some of the biggest names in the world of IT, all
working together.

About This Book

2

Confidential Computing For Dummies, Fortanix Special Edition, is
your introduction to this exciting new world of advanced data
security and the possibilities it enables. You get a high-level over-
view of what this technology is, why it’s needed, what it can do
for you, and how to get started. Flip through the pages for an
outline of the data life cycle and the three states of data, and why
organizations need security that focuses on the data itself, not
just the infrastructure.

You find out more about the many different systems of privacy
regulation that make the use of data complicated — and make
mistakes very costly. You get a sense for the many innovative
things you can do with Confidential Computing, whether your
business is healthcare, finance, retail, or government. Find out
more about the ecosystem bringing this all to life, and get point-
ers for getting started and bringing your teams onboard.

Confidential Computing For Dummies, Fortanix Special Edition



Foolish Assumptions

In preparing this book, we made a few assumptions about you,
the reader:

¥ You're part of the cybersecurity team, or perhaps the
regulatory/compliance team, at a medium-size to large
enterprise.

3 Your organization relies on the maintenance and use of
sensitive data, perhaps related to healthcare, finance, retail,
or government.

¥ You may want to collaborate with another organization that's
using your sensitive or regulated data, but you haven't yet
found a viable solution that meets your security and
compliance requirements while also delivering the perfor-
mance that the application requires.

Icons Used in This Book
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WARNING

Throughout this book, we included some helpful icons. More than
just decorations, they’re there to highlight important pieces of
information.

You may be in a hurry while you’re reading, but please don’t skip
over the key points spotlighted by this icon.

The whole point here is to create a useful tool for you, and this
icon points out an actionable idea for you to consider.

Confidential Computing aims to make complex security simpler,
but this icon identifies some technical details.

The whole topic of data security is worrisome, and this icon points
out a specific issue to watch for.
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Beyond the Book

A

There’s a lot of information between the covers of this book,
and we hope you come away with a greater understanding of
Confidential Computing, why you need it, what it can do for you,
and where to go from here. That said, there’s plenty more to know
than we could fit into these pages.

If you have an appetite for more information about Confidential
Computing, check out these resources:

9 An online overview with more details on Confidential
Computing: fortanix.com/products/confidential-
computing-manager/what-is-confidential-computing

3 An e-book exploring Confidential Computing, its busi-
ness value, and industry-specific benefits: resources.
fortanix.com/
demystifying-confidential-computing-ebook

3 An overview of how Fortanix can help with your
Confidential Computing journey: fortanix.com/
products/confidential-computing

3 Industry players who are accelerating the adoption of
Confidential Computing: confidentialcomputing.io

¥ Research and in-depth detail from the experts at the
Confidential Computing Consortium: confidential
computing.io/white-papers-reports

Confidential Computing For Dummies, Fortanix Special Edition
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IN THIS CHAPTER

» Understanding the life cycle of data

» Protecting data first

» Outlining the concepts of Confidential
Computing

» Using Confidential Computing to enable
innovation

Chapter 1
Introducing Confidential
Computing

he technology world, and everything in our lives that it

touches, revolves around data. There’s unimaginable power

in data but also incredible risk if that data falls into the
wrong hands.

This chapter gives an overview of the three basic states of data
and why it’s increasingly important to focus security efforts
on the data itself instead of infrastructure perimeters. It intro-
duces the concept of Confidential Computing, which protects data
even while it’s in the midst of being processed. And this chapter
touches on how Confidential Computing can accelerate the won-
ders of innovation.

Outlining the Data Life Cycle

O

REMEMBER

To get a handle on protecting data, it’s helpful to take a step back
and think about the life cycle of data and its various states of exis-
tence. Though there’s little that’s simple about the world of data,
there’s one basic truth that’s surprisingly elementary. Data exists

CHAPTER 1 Introducing Confidential Computing 5
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WARNING

in one of three basic states — it’s either at rest, it’s in use, or it’s
in transit.

Data is considered to be “at rest” when it’s being stored. If it’s
being processed somehow, it’s said to be “in use.” And if data is
traveling across a network, that data is “in transit.”

Information technology security specialists have dedicated
unfathomable time and effort figuring out how to protect data
at rest, as well as data in transit. Powerful encryption technology
can provide solid protection for data at rest, as well as data that is
in transit from here to there.

Data at rest may, for example, be stored on a hard drive inside
a server in a data center, whether on-premises or in the cloud.
Someone could physically walk off with that hard drive and be
unable to do anything harmful with the data on it, as long as
there’s proper encryption in place.

Data in motion is safe, too, if it’s encrypted end-to-end. Even if
a bad actor intercepts that data on its journey from one place to
another, he won’t be able to access the data.

Of course, data doesn’t just sit on a server or move from one
server to another. Data is processed and used — and that’s when
data can be particularly vulnerable. Data in use is vulnerable to
unauthorized access at runtime. That’s prime time for bad actors
to tamper with valuable data.

With more and more data crunching happening in cloud infra-
structure, the task of protecting data is more complicated than
ever. It’s no longer sufficient to build protection solely around the
places where data rests or the paths data takes while in transit.
Protecting data across the whole life cycle requires protecting it
while in use, and that means you need methods that focus on the
data itself.

Moving to a Data-First Approach

It wasn’t all that long ago that data security relied largely on
securing the on-premises infrastructure. With this line of think-
ing, if the infrastructure was secure, the data could be considered
secure, too. In this era, firewalls were seen as sufficient protection.

6 Confidential Computing For Dummies, Fortanix Special Edition



REMEMBER

That way of thinking became outdated as users began employing
cloud infrastructure. With data and operations in the cloud, and
not within a data center, it was no longer possible to simply build
a perimeter and keep the operation secure.

The world of the cloud brought along such security challenges as
dynamic hosts, dynamic machines, upscaling and downscaling.
The focus turned from securing on-premises operations to secur-
ing cloud infrastructure.

That is, of course, much more complicated. Data may be in public
clouds, in private clouds, in software-as-a-service (SaaS) clouds.
Data may live in SQL databases, NoSQL databases, or other stor-
age systems. That’s a lot of different infrastructure to protect, and
you may be using multiple variations of this infrastructure at the
same time.

The shocking headlines you read about data breaches suggest that
bad actors are pretty good at staying a step ahead of such security
efforts. It’s not for lack of trying on the part of data security pro-
fessionals, and it’s worth noting that all past security efforts have
had the ultimate goal of keeping data safe. But they’ve focused on
the infrastructure rather than the data itself — and data security
and infrastructure security are really two separate things.

As the world continues to become more and more data-first, the
focus of data security must become data-first, too. This way of
thinking is sometimes called “Security 3.0.” It’s no longer about
the on-premises infrastructure or the cloud infrastructure. It’s
focused on securing data, wherever it is across the three states,
and wherever it happens to be residing at any given moment.

Think of it as decoupling security from infrastructure. The con-
cept of data-first multi-cloud security is an entirely different
paradigm that secures data even under circumstances that may
normally seem dire.

Like when a network is breached. Or when a cloud services pro-
vider is served government papers. Or when root users and their
passwords are compromised. Decouple your data security from
your infrastructure security, and you’ll also decouple your data
from problems that might arise with that infrastructure. Attack
vectors that once seemed deadly become irrelevant.

CHAPTER 1 Introducing Confidential Computing 7
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REMEMBER

WHY DO CUSTOMERS SPEND $200
BILLION/YEAR ON CYBERSECURITY?

Take the following quiz to see if you can figure out why customers
spend $200 billion each year on cybersecurity. Is the answer

A. To make security companies a ton of money?

B. To secure their cloud, network, firewall, API, applications, logs,
patches, VPC, hardware, software, or firmware?

C. To secure their data?

If you answered “C,” you are correct because data is perhaps the most
valuable enterprise asset. And there are serious consequences for
enterprises in the event of data compromise or privacy violations.

The data-first sensibility isn’t a futuristic fantasy but is happen-
ing today within many organizations that are successfully secur-
ing their data regardless of infrastructure.

How is this possible? Think for a moment about what data secu-
rity really is. As Figure 1-1 illustrates, it’s a combination of iden-
tity and access control:

¥ Identity: This refers to how the organization keeps track of
different users, applications, and data elements.

3 Access control: After the organization is able to identify
users, applications, and data elements, it can assign access
controls. A user can be granted access to certain groups of
data but not others. An application can be granted access to
specific sets of data and denied access to others.

Data security, then, is a matter of enforcing the rules that are
established through these identity-based access controls. Sounds
simple enough, but the devil is in the details. How do you enforce
the rules in a reliable manner?

In the past, the infrastructure provided well-defined perimeters
that helped make that enforcement possible. In today’s multi-
cloud world, that’s challenging, given that you are dealing with
multiple providers with different policies and topologies and
access control systems.

8 Confidential Computing For Dummies, Fortanix Special Edition
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REMEMBER

TIP

CLOUD DATA
SECURITY

FIGURE 1-1: The basic elements of data security.

The solution comes through the use of encryption. It’s a simple
enough concept to understand, in that encryption is mathemat-
ically derived and requires possession of a key before data can
be accessed and processed. As long as the data is encrypted, it’s
safe from trouble even if it falls into the wrong hands through a
breach.

Confidential Computing takes this simple concept and makes it
work in a complicated multi-cloud world. It ensures that data
protections remain solid not just when the data is at rest, not just
when it’s in transit, but also when it’s in use.

That last state is where data is most vulnerable today. It has made
it safely from the server, across cyberspace to the place where it
will be accessed and used. After it has been decrypted there, it has
a target on its back, in danger of foul play.

That’s where Runtime Encryption (a concept developed by Forta-
nix) comes into play. It’s pretty much what the name implies —
encryption that keeps data safe while an application is running
and processing the data. With this protection, the data can only
be accessed and used by the application that has been specifically
granted permission to access it.

This concept is the missing link, essentially the Holy Grail of data
security that defines how Confidential Computing is different
from other approaches. It’s an essential, additional layer of pro-
tection that remains intact even if there’s a breach in the infra-
structure where the data is residing.

CHAPTER 1 Introducing Confidential Computing 9



REMEMBER

REMEMBER

With Confidential Computing, processing happens within what’s
known as a secure enclave. An enclave is a place that’s different
from what surrounds it. In the case of Confidential Computing,
what’s different is that it’s a safe place where the data within
is protected even as it’s being processed by applications running
within the enclave.

A secure enclave is a protected memory region — a Trusted Exe-
cution Environment (TEE). The secure enclave is a special section
reserved within the CPU, with memory encrypted and protected
by a key that’s unique to the CPU and the application running in
the enclave.

The enclave offers a place for an application to execute securely,
enforced at the hardware level by the CPU. Data is encrypted in
memory, and it’s only decrypted when it’s being used inside the
CPU. Indeed, it can only be decrypted within that enclave on that
CPU.

Think of secure enclaves as a safe private place where nosy neigh-
bors cannot see what you are doing. Various CPU manufacturers
and cloud service providers offer their own implementations of
enclaves, including Intel SGX and TDX, AMD SEV, AWS Nitro, and
Arm TrustZone.

After an enclave is created, the data being processed by the appli-
cation running inside is secure. It’s protected in that third state of
data: in use. It’s secure even if the hypervisor is compromised or
if a bad actor has gained the kind of root access that would doom
data security under other paradigms.

Because the TEE runs in an isolated environment, it provides
full data confidentiality and integrity, as well as code integrity.
Unauthorized actors can’t view data while it’s in use inside the
TEE, and they can’t add to it, remove it, or alter it. Same goes for
code — there’s no way that unauthorized people can alter it, add
to it, or remove code that’s executing within the TEE.

Not only is your data protected, but also you can get proof of that
protection through Confidential Computing. You don’t have to
take your cloud provider’s word that security is under control.
Confidential Computing technology has an attestation feature
confirming to third parties that the data is safe inside the enclave.

10 Confidential Computing For Dummies, Fortanix Special Edition



Also good for your peace of mind is the centralized control you can
gain through the use of such Confidential Computing solutions.
This is a multi-cloud world, and your data may be in any num-
ber of different clouds, in databases, in SaaS applications, stor-
age systems, data lakes, and data warehouses. Wherever it is, it’s
secure and under control from one centralized point of control.

As shown in Figure 1-2, security has been about infrastructure up
until now, focused on identity, endpoint, and network. What has
now emerged is the fourth pillar of security, centered on data.

Infrastructure
(D IDENTITY (D ENDPOINT  (3) NETWORK/CLOUD
1 [ [ [ !
1 [ [ [ !
1 I I I !
1 [ [ [ 1
' Securing 1! Securing 1! Securing 1|  Securing
'digital information; ! devicesacross | | trafficasit || dataacross |
! andservices | thenetwork | ! traversesthe | ! (i) at rest, i
! through initial ! ! o network and ! ! (ii)in transitand |
1 and continuous ! b Cloud b (iijinuse !
| authentication 1 | i i i
____________ J oo ) v _____J v ________1

FIGURE 1-2: The fourth pillar of security, focused on data.

You may have familiarity with some other technologies that aim
e to provide this kind of data security. There are, indeed, some
\J options, though they have some comparative drawbacks. For
TecHnicaL  €xample:
STUFF
3 Fully homomorphic encryption (FHE): While Confidential
Computing supports all databases and applications, FHE
offers quite limited support in that regard. It has high levels
of privacy and no constraints on sample size, but its longitu-
dinal privacy varies. Its performance is poor compared with
Confidential Computing, and deployment is difficult. And it
doesn't provide for the integrity of the ciphertext nor the
computation, which means it needs to be combined with
other cryptographic or Confidential Computing techniques.

3 Multi-party computation (MPC): MPC cryptography, too, is
extremely limited in support for databases and applications,
with varying levels of privacy depending on the

CHAPTER 1 Introducing Confidential Computing 11



implementation. Performance is poor and ease of deploy-
ment is not guaranteed. Security benefits can also be limited
especially if the multiple parties use the same technology to
generate their keys, creating a single point of failure.

Recognizing the Need for
Confidential Computing

WARNING

How much data is out there across the world? An almost unimagi-
nable quantity. By some estimates, somewhere over 30 zettabytes
of data were created, captured, copied, and consumed around the
world in 2018. That’s about 30 trillion gigabytes. By 2020, that
number tripled, and by 2025 it could potentially be three times
what it was in 2020. Suffice it to say that more data than ever is in
need of protection today.

And it’s also a fair statement that there are more threats than
ever. The FBI gets a couple of thousand internet crime complaints
a day, more than half of all consumers have been cybercrime vic-
tims, and the global cost of cybercrime is expected to grow at least
15 percent annually.

The stakes, thus, are incredibly high, given the damage that cyber
incidents can do to business operations and reputations. Regu-
latory interest (check out Chapter 2 for more info) is incredibly
high, too — raising the stakes even further.

Throw in the fact that data storage and processing are happening
in more and more disparate places every day, and you realize the
need for a whole new approach to data security. Yesterday, you
could guard the perimeters. Today, you need to guard the data
itself, wherever it is, including when it’s in use.

Enabling Innovation

Confidential Computing is certainly a way to rest easier at night,
knowing that data has much greater protection from the ill inten-
tions of bad cyber actors. But that peace of mind is really only part
of the story.

12 Confidential Computing For Dummies, Fortanix Special Edition



TIP

Consider this. If your data itself is protected, and its security
doesn’t rely on the infrastructure, your sensitive data or code can
more safely venture out into the otherwise dangerous world and
find new ways to be powerful and useful.

That means you can share your most sensitive data outside the
safe confines of your own organization. It’s still safe, even when
it’s being used in infrastructure over which you have no control.
Your sensitive data can be sent to any server, any cloud, and you
can rest assured it is still safe from harm.

With that protection in place, your organization is free to collabo-
rate and innovate with others using that data. Without Confiden-
tial Computing, your innovators likely feel confined to their safe
spaces, hamstrung by the need for more infrastructure-based
data protection. With Confidential Computing, that harness is
removed, the doors are opened, and the potential for innovation
is unbridled.

Check out Chapters 3 and 7 for some specific insights of how
these doors can open. For example, financial institutions that are
competitors in most respects can collaborate on efforts that help
uncover potential money laundering. That’s a whole lot easier
to achieve with access to the data of multiple institutions, and
the technology lets them upload encrypted data into an enclave
where such work can take place — without anyone gaining even
a glimpse of a competitor’s sensitive data. Similar collaborative
innovations are enlightening the world of healthcare.

Ultimately, Confidential Computing moves the security conver-
sation from what users can’t do to what they can. In the past,
data security efforts have sometimes been seen as necessary but
inconvenient. Confidential Computing creates a secure environ-
ment that doesn’t get in the way of users and application teams.

And that reality is a fantastic “what’s in it for me?” element (see
Chapter 6 for more info). It’s one more selling point to help you
gain buy-in for implementing Confidential Computing in your
organization.

CHAPTER 1 Introducing Confidential Computing 13
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» Keeping data private globally

» Getting familiar with privacy regulations

» Encountering regulatory hurdles

Chapter 2
Complying with Privacy
Regulations

he more the world relies on data to function, the more peo-

ple realize how valuable data is and how much it needs to

be protected. Privacy regulations are proliferating all
around the world. This chapter discusses why those privacy reg-
ulations are there and how they can impede innovation and goes
into some specifics about the various regulatory systems.

Protecting the World

There are few countries that don’t have at least limited privacy
regulations. And the number of countries covered by robust or
even heavy regulation is growing all the time. Regulations have
been the norm in specific industries for a while now. Healthcare
is one key example, and it’s easy to see why it’s important to keep
health information safe, given the intimate details they include,
as well as financial data. No wonder hackers want to access them
so much.
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Financial industries have long had stringent data protection
regulations, too, because bad actors can cause terrible trouble if
they can access financial data. That said, the latest regulations
are much more sweeping. They cover not just specific industries
but whole populations. Before long, about three-quarters of the
world’s population will be covered by some sort of data privacy
regulation.

For companies that deal with data, the challenges are even more
complicated than they sound. Your organization may be covered
by more rules than you think because when it comes to privacy
regulations, they apply not just where you’re based, but where
you’re doing business. For example, if you’re in America and read
about the stiff regulations in Europe, don’t breathe a sigh of relief
and think it’s not your problem. If your organization does busi-
ness with people in Europe, then you’re on the hook, like it or not.

Reading the Rulebooks

©

REMEMBER

No matter what you’re playing, it’s hard to win the game if you
don’t know the rules. And when it comes to regulations related
to data and privacy, the rulebooks vary depending on where the
game is being played.

Europe is governed by strict data privacy rules, for example, and
you’ll find a set of regulations that is specific to California. But
it’s more than just geography. If you’re operating anywhere near
the world of United States healthcare, there’s a set of rules that
you definitely don’t want to ignore. If the technology work you’re
doing may impact investors, you need to know different rules. If
you’re dealing in the business of payment cards, there’s a whole
set of standards to observe.

This section gives you an overview of some of the various regula-
tory systems that can impact what you’re up to from a technology
perspective.

Getting into the GDPR

The European Union’s General Data Protection Regulation (GDPR),
which took effect in 2018, is one of the world’s most stringent
privacy and security laws. It’s also one of the most feared because
there are significant consequences for anyone who runs afoul of
its requirements.
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The GDPR is large and far-reaching, and it governs what orga-
nizations must do to protect the privacy and security of the data
they have about individuals. There’s a lot to it, and not all of it is
as specific as you may imagine, so you need to err on the side of
caution. One part you hear a lot about is the “right to be forgot-
ten,” which allows people to ask that organizations delete their
personal data.

You want to work with compliance specialists to ensure your
organization is doing what it’s supposed to be doing, but there are
a couple of key points that are fairly easy to grasp (and a bit scary,
too). First of all, the GDPR applies not just to organizations within
the EU but those based elsewhere that offer their products or ser-
vices within the EU. It also applies to any organization processing
personal data of an EU citizen or resident — again, no matter
where in the world that organization may be. Secondly, the costs
of messing up are high. Penalties may be as high as 4 percent of
your organization’s global revenue, or 20 million Euro, whichever
is higher. Plus, data subjects are allowed to seek damages.

In the context of this book, think of the GDPR as a legal frame-
work enforcing effective data protection. If you have the data,
you’re responsible for it, so you need to employ the best protec-
tions you can find.

The Confidential Computing solution from Fortanix, for example,
has a range of built-in features that help with GDPR compliance —
everything from encryption and tokenization, to automatic policy
synchronization, to a centralized tamper-proof audit trail.

Understanding Schrems Il

Organizations in the United States and Europe have done business
across the Atlantic for centuries. Goods went back and forth via
ships, of course, but information has also been flowing back and
forth since the 1850s, when the first transatlantic cables were run
across the ocean floor.

Today, about half of the data flowing to and from the United
States is transatlantic. More than half of Europe’s global data
flows also cross the Atlantic. These data flows are a pillar of
digital commerce, and for a few years they were regulated by
a framework known as the EU-US Privacy Shield. Among other
things, the framework made it easier for American companies to
accept personal data from entities in the EU.
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Note that we said data flows “were” regulated by this framework.
Not anymore. That’s because of a court decision known as the
Schrems II ruling. The Court of Justice of the European Union in
2020 invalidated the EU-US Privacy Shield, deciding that it did-
n’t provide adequate GDPR protection for the data of EU citizens.

As a result, many companies that had enjoyed liability protection
were suddenly at risk. They were enjoying a bit of a pass from
the GDPR but now had to get onboard with compliance, including
with data security.

Staying healthy under HIPAA

Before the GDPR came along, the most feared acronym related to
data privacy was probably HIPAA. It’s short for Health Insurance
Portability and Accountability Act, and it’s a U.S. law enacted in
1996 that sets privacy standards relating to patient data.

HIPAA focuses on what’s defined as protected health information
(PHI). Organizations that handle PHI must establish specific pro-
cesses and security measures to maintain privacy. A lot of HIPAA
compliance revolves around who can access PHI. It basically has
to stay private from anyone and everyone except those who spe-
cifically need access for providing care to the patient or handling
the billing for that care. Guidelines exist for how PHI is shared
and with whom.

If protected data gets into the wrong hands through a breach, it’s
a violation of HIPAA. The penalties for violating HIPAA are steep
and costly, and if you think you’re safe because your organization
isn’t actually a healthcare provider, think again. The Health Infor-
mation Technology for Economic and Clinical Health (HITECH)
Act came along in 2009 to broaden the scope of HIPAA. Business
associates, partners, and vendors are all liable for compliance,
too. Be sure patient data is well protected by technologies such as
Confidential Computing.

Dreaming of California data

While the United States doesn’t at the federal level have the
same kind of sweeping data privacy regulations found in Europe
through the GDPR, you can find something along the same lines
in California. That would be the California Consumer Privacy Act
of 2018, or CCPA.
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The CCPA aims to give consumers more control over the personal
information that businesses collect about them and creates a vari-
ety of privacy rights for people in California. For example, they
have the right to know what info a business collects about them
and how it’s used and shared. They have the right to have much
of that info deleted. They can opt out of having their personal
information sold, and they must not be discriminated against if
they exercise these rights.

As with the other data privacy regulations, organizations will
have a hard time complying if they don’t have solid controls over
their data.

Putting on SOX

The Sarbanes-0xley Act of 2002 (SOX) established a series of pro-
cesses applying to publicly traded companies in the United States,
along with some foreign companies, plus accounting firms that
work with these organizations. It didn’t grow out of data security
concerns specifically because it was enacted in the aftermath of
corporate financial scandals.

Still, it sets some high bars for how data must be treated in order
to be in compliance. Beyond addressing financial records and
reporting, SOX has regulations related to information technol-
ogy and data security. Therefore, best practices for SOX include a
strong focus on data security.

Charging into PCIDSS compliance

Electronic payments offer what may be the most obvious place
where data security is critical. Every business that accepts card
payments, every bank that handles those payments, every indi-
vidual pulling a card out of a wallet — everyone can agree on the
importance of payment security.

Enter the Payment Card Industry Data Security Standards
(PCIDSS). It’s a set of technical and operational requirements for
those that accept or process payment transactions. The PCIDSS
also apply to software developers behind the applications used
in those transactions and the companies that make any devices
involved.
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The standards go into detail about secure networks, access con-
trol, encryption, monitoring and testing, and information secu-
rity policies. Confidential Computing can be an essential part of
compliance, as the transactional environment moves more and
more into the multi-cloud world.

Encountering Roadblocks

REMEMBER

Privacy regulations, such as the ones listed in the previous section
“Reading the Rulebooks,” provide valuable protection for people,
but they have the ability to get in the way of effective uses of data
as well as valuable potential collaborations for advancements in
services and solutions that positively impact people’s lives. Com-
panies must balance their compliance obligations with their need
to allow data usage across a multi-cloud environment. They need
to be able to share insightful data with partners and collaborators
for analysis and such applications as machine learning, without
putting themselves in danger of costly breaches and the penalties
that would result.

Confidential Computing offers a comforting assurance that com-
panies can keep moving forward while maintaining safety. They
gain the ability to operate in secure enclaves with attestation, con-
fident that their data is completely protected while it’s being pro-
cessed. Sensitive applications engaged in analytics and artificial
intelligence can go about their work, running safely in the cloud
while in compliance with regulations. The ability to use attesta-
tion to identify specific geographic locations of secure enclaves
also enables isolation of workloads to ensure compliance with
data sovereignty requirements.
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Chapter 3
Putting Confidential
Computing to Use

he potential benefits of Confidential Computing are

far-reaching and cross industry boundaries. It’s about pro-

tecting data, of course, but the most important message is
how keeping data safe while in use frees up a whole lot of differ-
ent kinds of innovations that were stifled before.

This chapter explores how Confidential Computing can liter-
ally save lives through better healthcare and how it can protect
financial accounts and battle money laundering. We also cover the
details on how Confidential Computing can make retailing more
robust and customer-focused and how it can lead to more effec-
tive government.

Healthy Innovations

We’re only just beginning to understand the potential power of
artificial intelligence (AI) and machine learning (ML), and it’s
likely that some of humankind’s most dramatic innovations will
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happen in healthcare. Just consider some of the many possibili-
ties for how AI can lead to better outcomes, faster diagnoses, and
potentially lower medical costs:

¥ Cancer is treated most effectively when it's identified early,
and thanks to the miracle of ML, computers are getting
better and better at spotting tiny tumors in medical imaging.

¥ Rare maladies may be caused by certain genetic conditions that
computers can track down much faster than humans can.

¥ Computers can sift through millions of medical records and
help doctors discern what treatment will be most effective
for a patient’s specific situation, based on many other
patients’ experiences.

Advances in this area require access to high-quality, diverse data
sets that are representative of global patient populations. It often
requires access to data from individual electronic medical records,
some of the most sensitive and highly protected data there is.
Healthcare organizations have both legal and ethical require-
ments to treat this data carefully, prevent inappropriate access,
and avoid any breaches of privacy.

Confidential Computing can step in and help facilitate what prom-
ises to be remarkable medical progress. The technology can secure
this highly sensitive data across its entire life cycle. Research-

rememeer €IS can access real-world health data to develop and deploy algo-
rithms and analytics without any risk of compromising the data or
causing privacy violations.

The COVID-19 pandemic provided some timely examples of how
Confidential Computing can make a difference in healthcare.
Contact tracing of people exposed to the coronavirus, for exam-
ple, tested the limits of accessing and using personal data without
divulging it in unintended places.

Another pandemic collaboration had multiple entities sharing
a common AI model for medical imaging diagnosis of COVID-
19. Multiple hospitals trained AI models for diagnosis, then sent
their models to the cloud where they could be aggregated and
improved — all without sharing personal health information.

The healthcare industry is super-regulated in everything from its
finances to its infection controls to the way it handles its data.
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With the use of Confidential Computing, it’s possible to fully
audit data confidentiality and deliver solid proof of data and code
integrity.

Indeed, there’s a lot that can be done through the implementation
of Confidential Computing in healthcare. There are wide-ranging
possibilities, from drug discovery to genomics to supply chain
operations to electronic medical records to federated learning. It’s
not a stretch to suggest that lives can be improved, or even saved,
through the application of Confidential Computing in healthcare.

Facilitating Fintech

O
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Was it all that long ago that financial services were largely within
the realm of traditional banking and lending institutions? It’s
hard to believe how much financial technology, or fintech, has
changed all of that.

Now, thanks to ubiquitous digital technologies and the wide-
spread flow of data, loans and insurance can be arranged on a
smartphone app — even mortgages. Investments are far easier to
make and access on the go.

Cryptocurrencies are changing a lot of people’s way of financial
thinking.

Fintech is highly disruptive and heavily reliant on the secure
exchange and processing of data. Its on-the-go nature is facil-
itated by the cloud. It’s living within highly regulated business
environments. And it’s an attractive target for bad cyber actors,
which means it’s in dire need of cutting-edge data security, such
as Confidential Computing.

The fintech world is particularly vulnerable because of the way
it’s bringing about modularization of financial services. Today,
products come and go quickly, and even traditional banks need to
get new digital products up and running quickly.

That often means bringing in a third-party fintech provider
which has algorithms and credit scoring models already figured
out. Banks can plug in the outsourced solution and quickly be in
a new business. But it requires giving fintech providers access to
sensitive customer data.
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It’s not just digital lending solutions, either. Banks are often
turning to third-party providers for such tasks as origination,
analytics, compliance, and risk management.

Fintech solutions rely on data sharing, which creates lots of points
of potential data interception. Fintech solutions typically revolve
around apps, which can be prime targets for attack because they
may be easier to bypass than a company’s networks. Fintech suc-
ceeds because of data ubiquity, but everyone involved in that data
sharing is on the hook for protecting the data.

Consider what must happen to make the world of decentralized
finance a reality. It’s based on blockchain records of data, digital
assets, and currencies involving a network of participants. Block-
chain infrastructure allows transactions to be recorded and vali-
dated without any need for a centralized third party.

Again, this all relies on interactions with sensitive, personally
identifiable information. Application developers must ensure that
data isn’t stored on the immutable blockchain.

A smart answer to these challenges is to conduct fintech and
decentralized finance activity within the secure enclaves of a Con-
fidential Computing implementation. Confidential Computing can
combine with blockchain technologies to allow users to provide
attestation and verification services for privacy and security.

Users can execute contracts in Trusted Execution Environments
(TEEs) instead of independently accessing and validating data and
contracts for themselves. TEEs prove the reliability of transactions,
so there’s no need for participants to perform verification again.

Confidential Computing has already proven quite helpful in
securing work involving cryptocurrency. Confidential Comput-
ing can combine with hardware security modules to ensure that
access is limited only to the right people, and only for specific
authorized tasks.

Banking on Data

Financial institutions increasingly may choose to tap into third-
party fintech to maintain a competitive position in an increasingly
digital and disruptive world. Meanwhile, they’re also struggling
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to overcome such perils as digital theft, fraud, and money laun-
dering activities.

These kinds of threats are why banks are usually subject to what
are referred to as anti-money-laundering (AML) regulations. One
reason is that financial operators can detect when a transaction
may be used to fund terrorism or other nefarious activities.

But a successful AML solution requires constant observation
and analysis of sensitive data, often in conjunction with other
financial institutions. This has tended to be a highly resource-
intensive process, complicated by cross-institute and cross-
border data flow.

Confidential Computing provides an attractive solution to some of
the complexities of financial crime detection. It can allow finan-
cial institutions to collaborate without exposing private data to
each other. Use it in combination with federated ML, and it’s pos-
sible to make predictions about who is engaged in money laun-
dering with enhanced accuracy.

This concept allows financial institutions to work together, tap-
ping into such information as bank account details while ensuring
sensitive data remains safe within a TEE. The federated ML algo-
rithm can make inferences about illicit activities based on trans-
actions at any of the collaborating institutions, but partners don’t
have to share private data with one another.

It works because encrypted data is loaded into the TEE. The ML
algorithm crunches data from all of the collaborating institutions,
and returns inferences based on that aggregated data. By confi-
dentially pooling their data, institutions end up with a more accu-
rate assessment about the client, but the actual data on which that
assessment is based remains confidential within the TEE.

Confidential Computing ensures that banks remain in full control
of their data, even as it is in use, being processed in the cloud.
Code that’s running in the cloud is fully verifiable and well pro-
tected. And both data and code are completely opaque to the cloud
platform outside of the TEE.
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Smart retailers have been trying to maximize customer data for
years to individualize the customer experience and drive greater
sales. Tracking of individual shopping habits has become increas-
ingly commonplace ever since. This often leads to concerns
around the privacy of consumers.

Confidential Computing offers a secure and private computing
architecture to retail. What makes it increasingly powerful is the
ability to pull in individualized data from many more places —
not just in-store purchases but internet searches and purchases
from other retailers.

Hyper-personalized content can find us when we’re visiting
retailers, whether online or in a brick-and-mortar location. Like-
wise, decentralized customer data platforms can help retailers
easily build audiences for marketing campaigns, based on shared
customer data while respecting customers’ privacy.

Needless to say, with all of that data flitting about, security is of
tremendous importance. And because data must be “in use” to
make all this magic happen, it’s vital that data be protected while
it’s being processed, as with Confidential Computing. A secure,
hardware-based TEE is the place for performing computation in
order to protect in-use data.

Retail would be nowhere without payment processing, and TEEs
are already commonly used in the payment processing industry.

Payment data must be protected throughout the process. Cash
registers, tablets and chip-reading hardware should keep pay-
ment processing code protected. It’s important to protect the
means of data entry and ensure data can’t be read or tampered
while it’s entered. With that in mind, number pads can be isolated
so that input is only readable within the TEE, thus keeping it out
of reach of any malware or unauthorized access by third parties.
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Governments make a lot of rules regarding the protection of data
and the imperative of privacy (see Chapter 2 for more infor-
mation). Those regulations dictate how entire industry sectors
operate, mandating a wide range of technologies and sparking
creation of innovations such as Confidential Computing.

Governments also hold massive amounts of data themselves. Data
about individual citizens, for example, including financial infor-
mation, demographic information, citizenship information, and
countless other subjects. All such data requires significant protec-
tion and privacy.

National security data obviously needs to be well-protected, as
well as wide-ranging regulatory data.

The U.S. federal government pours billions of dollars into cyber-
security every year. It’s placing increased emphasis on zero-trust
technologies. And it’s more and more interested in figuring out
how to protect not just data at rest, not just data in transit, but
data in use.

Confidential Computing is an ideal approach for dealing with gov-
ernment security and compliance requirements for the protection
of highly sensitive data. Ensuring that data can be decrypted only
inside a TEE is an excellent solution for such activities as per-
forming analytics on a database.

Governmental agencies are all about documentation and attesta-
tion, and Confidential Computing has an answer for that need, of
course. The technology includes attestation that assures the data
is safe in the enclave.

And while earlier generations of Confidential Computing tech-
nology had some limitations in enclave size, today’s processors
offer capacity for significant amounts of enclave memory. That’s
a good thing for the federal government in particular, for which
most tasks must happen on a massive scale.
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Ultimately, Confidential Computing transforms the way govern-
mental agencies can approach security in the cloud. It’s no longer
just a matter of placing trust in the cloud service provider and
hoping data will remain secure while in use. Confidential Com-
puting provides that assurance.

It also offers options for some of the most sensitive needs of
government, such as the clouds that federal agencies manage in
classified environments. These are air-gapped clouds that are
not directly linked to the internet, which means any Confidential
Computing operation must take place without that connection.

Tools are available for making that happen. Government agencies
are able to achieve Confidential Computing provisioning, updat-
ing, and attestation without internet connections.

Confidential Computing also is opening new doors for effective
government policymaking. Just like businesses, governments
work best when they’re basing decisions on the most current
information possible.

As policymakers work to help their jurisdictions solve problems
and achieve goals for the future, they have often been hamstrung
by the quality of their data. Real-time, detailed information is
increasingly necessary to keep up with change.

One problem with real-time information is that the fresher it
is, the more sensitive it is. If it’s information about individuals,
it requires careful handling to maintain privacy. If it’s industry
information, government officials may have a hard time access-
ing the best data if they can’t ensure it will remain confidential.

Confidential Computing allows policymakers to collect data
from multiple sources as they analyze trends. They can do so by
assuring that data is unencrypted and analyzed only in a secure
enclave, keeping actual data points out of the hands of competi-
tors or malicious actors.

The ability to use current, otherwise-sensitive data to help drive
policymaking would be a tremendous step forward for effective
government.
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Chapter 4

Understanding the
Confidential Computing
Ecosystem

ot everyone has heard of Confidential Computing yet, but

the word is spreading fast. An ecosystem populated by

major industry players is collaborating to make that hap-
pen and keep the technology innovations moving forward.

This chapter introduces the consortium of industry expertise
that is helping Confidential Computing improve and continually
expand, and shares forecasts of how the market for this technol-
ogy will grow.

Introducing the CCC

Innovation can start as a single great idea, but it can take a village
to bring that fledgling idea fully to life. Confidential Computing
benefits from the support of lots of incredibly influential players
across the world of technology, including various hardware ven-
dors, cloud providers, and software developers.
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The many backers of Confidential Computing work together
through a collaboration known as the Confidential Computing Con-
sortium (CCC). It’s a project community of the Linux Foundation,
and its primary purpose is to accelerate adoption of Trusted Exe-
cution Environment (TEE) technologies in a world where greater
data security is an imperative.

Fortanix is a founding member of the Confidential Computing
Consortium. The list of premier members is a veritable who’s who
of technology players, all of whom are committed to bringing
Confidential Computing into broader use and acceptance. Exam-
ples, in alphabetical order, include

¥ Accenture: A multinational professional services company
with a specialty in IT and consulting.

3 Ant Group: An affiliate of the Chinese Alibaba Group, it owns
China's largest digital payment platform.

3 Arm: A United Kingdom-based technology company that
specializes in automotive processors.

¥ Google: This California-based technology giant needs little
introduction, other than to say it's so much more than its
humble search engine beginnings, and its cloud services
touch just about everyone in one way or another.

¥ Huawei: A Chinese provider of information and communica-
tions technology with customers across the globe.

3 Intel: The world's biggest maker of semiconductor chips,
Intel is based in California.

¥ Meta: The tech giant formerly known as Facebook is much
more than just a social media company.

3 Microsoft: Another big name that needs no introduction, its
software and hardware products serve billions of people,
and its cloud services enable all kinds of innovation.

3 Red Hat: This North Carolina company is now part of IBM
and is known for innovative open-source software products.

The CCC also includes a host of other prominent technology play-
ers. They all work together to define and accelerate the adoption
of Confidential Computing by establishing open-source software
and offering developers tools for innovating the work of securing
data in use.
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The fact that so many major technology players are in on this
effort is a clear sign of just how important it is to bring Confi-
dential Computing into widespread use. As computing continues
to spread across multiple environments, companies need better
control over their workload data and sensitive IP — the CCC is
working to make that happen.

The CCC is helping developers add secure enclave technology to
their applications that could perhaps be used in the following
ways:

3 Building machine learning models geared toward secure
multi-party data sets

¥ Enabling confidential query processing in database engines
within secure enclaves

¥ Helping to protect sensitive data in Internet of Things edge
devices

¥ This is involved in such areas as patient information, billing
and warranty activity, and machine learning model execution

The organization is also educating the industry and developers
about Confidential Computing and best practices for its imple-
mentation. Ongoing research is looking into attestation and
interoperability of TEEs, and experts are working to ensure these
technologies aren’t co-opted for nefarious purposes.

Growing the Market

Confidential Computing is stepping into the data security spot-
light in a big way, according to experts. It’s a solution to a seri-
ous problem that has business and IT leaders alike up at night
fretting — the security of their sensitive data in a world with
ever-increasing threats.

According to research that Everest Group conducted on behalf of
the CCC, the total addressable market for Confidential Comput-
ing was roughly $2 billion in 2021, and it’s likely to build at a
compound annual growth as high as 95 percent through 2026, if
the most optimistic growth scenarios prevail. That’s what Ever-
est calls “hyper growth,” spurred by cyber risks, regulations, and
avenues for incremental revenue position.
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Some two-thirds of that market is likely to involve the Confiden-
tial Computing software segment. But the hardware segment will
see a lot of action, too, and is likely to double every year through
2026. Confidential Computing, says Everest Group, has the poten-
tial to become a standard for end-to-end security.

Regulated industries made up more than three-quarters of the
demand in 2021, Everest Group reports. That includes such sec-
tors as banking, finance, insurance, healthcare, life sciences, the
public sector, and defense. And awareness and the willingness to
invest are only going up from what the data from 2021 show.

The biggest drivers of growth are expected to be multi-party
computing and security-specific use cases. Most of the market
can be found in North America, the Asia-Pacific countries outside
of China, and Europe. Specific hot spots for growth are likely to
correlate with places where stricter privacy laws are enacted or
being considered.
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Chapter 5
Choosing a Solution

rogress is a great thing. But progress can be difficult and

daunting, sometimes so much so that those first steps cause

great anxiety. When it comes to Confidential Computing, try
to relax! As this chapter reveals, there’s no need to tackle every-
thing at once. Your progress can be made in easy-to-digest bites.
What’s more, there’s no need to proceed alone. This chapter helps
you discern how to choose the resources for getting started and be
sure you’re choosing a path that’s not unnecessarily complicated.

Boiling the Ocean

The wisdom has been shared for generations. It may have had
its roots in a Chinese proverb, and elders of many cultures have
passed it along ever since. It’s been printed on motivational post-
ers and calendars, and more recently, it’s shown up as social
media memes in various incarnations.

“The journey of a thousand miles begins with one step,” the
ancient wisdom goes. “There is only one way to eat an elephant:
a bite at a time,” according to another variation. And some in the
business world of process improvement will tell you, “Don’t boil
the ocean.”
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Turns out that’s not bad advice when it comes to the adoption of
Confidential Computing. Organizations that have settled on the
need for Confidential Computing must then move toward choos-
ing a solution and beginning implementation. But it’s easy to get
bogged down by thinking too big at first.

An ideal approach is to first focus on the most immediate pain
points and the highest priorities. Or perhaps get a start with some
newer, relatively minor projects that are not already protected,
then evolve into broader needs.

It works well in this case because of the nature of Confidential
Computing. For contrast, think for a moment about the impera-
tive of protecting your organization from phishing schemes, and
how important it has been to educate every single employee about
being wary while opening every single email, because it takes only
one wrong step to subject an entire system to ransomware. That’s
a pretty big ocean, and you pretty much have to boil the whole
thing to protect against that tiny but dangerous drop.

By comparison, when adopting Confidential Computing you can
step down the path with a single application if you so choose.
You can get a start with a specific analysis involving one data set
in one secure enclave, then add to the work as you gain some
experience.

One reason that works is the fact that the right Confidential Com-
puting implementation can succeed with the apps you have, with
no need for substantial rewrites or adoption of new ones. That
makes incremental implementation so much easier than, say,
going live with a new layer of security that must launch across
the organization to be effective.

In short, you don’t have to worry right now about how you’re
going to get everyone onboard this plane right now. To help dis-
cern whether it’s time to begin this journey, you can focus your
thoughts on answering a few questions:

3 Are you dealing with securing data that's dispersed across
various locations, such as in the cloud, on-premises, maybe
within a Software-as-a-Service (SaaS) environment?

¥ Inyour use case, do you run into regulatory challenges
related to keeping that data secure, meeting privacy
compliance requirements, generating proof of compliance?
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¥ Areyour data security and compliance challenges getting in
the way of using that data the way you need to, in order to
achieve your objectives? Are you encountering roadblocks
while trying to share or pool data in order to really unleash
its potential?

If these are familiar frustrations, now’s the time to explore Con-
fidential Computing. No need to be intimidated! You’ll be glad you
took that first step. Or that first bite of the elephant.

Connecting With Experts

WARNING

As long as we’re quoting sources of wisdom, it’s worth consider-
ing one more thought: “Don’t complicate what’s simple.” There
may be a source for this idea among Chinese proverbs, too, but
Stephen King wrote these particular words. Fitting perhaps, given
that he is a master of horrifying fiction, and you’re trying to pre-
vent a horrifying reality through IT security.

Here’s the point: This book has put forth the idea that Confiden-
tial Computing is an elegant solution to a daunting problem, and
it can be implemented without many of the hassles one might
expect. But in order to really cash in on the simplest path, you
need the right solution and expertise.

With Confidential Computing, it actually is possible to complicate
what should be a relatively simple, scalable, and easy-to-manage
solution. That’s why you must choose your path carefully. As you
weigh one Confidential Computing solution against another, here
are a few questions to ask:

3 Managing your secure enclaves: How much manual work
will be on your team'’s plate as you adopt Confidential
Computing? Will you need to integrate multiple infrastructure
components and engage in a lot of manual configuration? Or
is the product you're considering able to manage the entire
Confidential Computing environment and enclave life cycle
through a turnkey solution?

¥ Using your applications: To get your applications up and
running in a secure enclave, will your developers need to
rewrite them using open-source software development kits
(SDKs)? Or will the solution you're considering enable your
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existing applications to run within the enclave, alongside
whatever enclave-native applications or prepackaged
applications suit your fancy? Will you incur extra develop-
ment and integration costs, or will there be a simpler path?

Engaging the security team: Will your teams need to
establish the various critical services required to securely
implement Confidential Computing, for authentication,
encryption, attestation, and audit? Or will your solution
deliver cryptographically enforced policy and auditing,
managing security policies including identity verification,
data access control, and attestation? Will the solution you're
looking at let you implement geo-fencing? Will it provide
audit logs to verify compliance requirements?

Gauging performance: For the solution you're considering,
will it scale up nicely or are there memory or sample size
constraints? Can you be certain of excellent performance?

Ensuring support: How proactive and available is the
support for the solution you're considering? Will you be able
to maintain and continually update the platform as needed
to ensure you're keeping up with the latest insights? Are
subject-matter experts available to provide guidance as
needed? Is 24/7 support available?

What’s great about Confidential Computing is that there are many
powerful players working collaboratively to make it succeed. But
as with any other purchase or implementation, your organiza-
tion must evaluate your options carefully to find the solution that
works best for you, achieves your goals, makes your life easier,
and lets you sleep at night.
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» Bringing your teams onboard

» Looking into the future

Chapter 6

Sharing Confidential
Computing with the
Team

f you’ve been reading these chapters in order and have made it

to this point, you may well be sold on Confidential Computing

as an idea whose time has come for your organization. If so, you
still may need to sell others on your team. This chapter sets forth
some thoughts for the conversations you can expect to have as
you try to gain buy-in for adopting Confidential Computing tech-
nologies. It looks ahead to where things may be moving — in case
you want to add a few more enticing thoughts to your meetings.

Gaining Buy-In

IT security experts have an extraordinarily important job, but
they may not always be the most popular people in the organiza-
tion. All the warnings of threats and terrible things that could
and probably will happen if everyone isn’t super-careful — not
exactly happy conversation starters.
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The data and applications teams in particular don’t always like
to hear from the security team. The warnings of threats may be
accompanied by protective measures that are, at the least, incon-
venient. Who wants to hear that their innovative idea, their excit-
ing light-bulb moment, may run into hurdles from data security
measures?

Confidential Computing, on the other hand, brings welcome
news. The data security professionals don’t have to say “no” or
“hold on a minute.” They’re now walking into planning meetings
with “yes” answers.

“Access any data you need to access,” they may say. “Bring in the
data sets you already have and take advantage of standards already
in use. You're not going to run into clunky interfaces, either.” The
bottom line is getting buy-in for Confidential Computing is aided
by the simple fact that you're providing new ways for your data
and applications teams to do the things they want to do.

For example, consider that they may have a situation where the
most appealing option is to deploy a particular application in the
public cloud. But the task involves sensitive data, and in the past,
it has seemed rather risky to run a workload on someone else’s
system, where the level of trust is less than ideal.

With Confidential Computing, you’re able to make that happen
safely. You can run a private workload with sensitive customer
data or corporate data and run it on a system for which you’re not
the administrator.

So now, imagine you’ve delivered that piece of positive news, and
you’re still getting some nervous glances from the people who
need to buy into this concept. Here’s the next key point to share:
Confidential Computing makes this magic happen because you’re
performing computations in a hardware-based Trusted Execution
Environment (TEE).

You’re not just protecting data with software, which some may
worry about compromise involving malicious actors. You’re pro-
tecting data using hardware, so that data is decrypted within a
designated CPU boundary. The memory controllers involved use
embedded hardware keys that the cloud provider doesn’t have.
Your applications are running in an isolated environment that’s
both hardware-protected and attestable. Secure, easy to use, and
not requiring changes to any existing data pipeline, Confidential
Computing, has something for everyone.
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That’s an extraordinary safeguard. That means a bad actor with
kernel access can’t touch your data. Supervisor access, admin
access, hypervisor access — it matters not because those people
can’t look into the application that’s running within the Confi-
dential Computing enclave. And you can attest to the fact that
your data is safely in use where it’s supposed to be.

So, the data is incredibly well protected, not just at rest, not just
in transit, but while it’s actually in use, being processed by the
application. Confidential Computing is secure, easy to use, and
doesn’t require changes to any existing data pipeline — that mes-
sage of safety and simplicity is a great start for buy-in.

But that’s only part of the story. Imagine now that you get some
questions from skeptics in the room.

“How well does Confidential Computing perform?”
“How difficult is it to deploy?”

“Is it going to be a hassle to use?”

“Will we run into issues with large workloads?”

“Are we going to find out that our datatypes aren’t supported, or
our applications?”

These questions are all good and understandable. We’re all accus-
tomed to things that sound too good to be true, and then turn out
to have a lot of strings and complications attached.

But there’s a positive answer to each of those questions. The per-
formance levels for Confidential Computing are downright excel-
lent. There are no sample size constraints to worry about, and all
datatypes and applications are supported. Existing applications
are fine, including prepackaged applications.

Confidential Computing’s deployment and usability are just like
any cloud-native app and aren’t going to cause frustrations. Forta-
nix, for example, offers a turnkey solution that manages the whole
Confidential Computing environment and enclave life cycle. It
oversees the infrastructure across multiple public clouds as well as
on-premises environments. What could be more straightforward?

Suffice it to say, Confidential Computing is enough of a game-
changer that gaining buy-in won’t be as challenging as it some-
times can be. As a cutting-edge concept that solves one huge
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problem without creating a bunch of headaches, the “what’s in it
for me?” question has some positive answers.

Moving Forward

Confidential Computing is poised to see explosive growth in the
coming years, across a variety of industry sectors. We discuss that
in more detail in Chapter 3. Different sectors have their own rea-
sons and advancements they hope to improve, according to Ever-
est Group research. For example:

»

»

»

»

»

»

Banking, financial services, insurance: Players in this
sector are driven by the need for collaborative analytics to
help detect fraud and money laundering. They'll be search-
ing for new ways to achieve secure decentralized finance
access, and privacy in blockchain transactions.

Healthcare and life sciences: There's a world of discovery
to be made through research and analytics involving patient
data, which must be secure. Drug discovery and treatment
modeling are driving the need for confidential collaboration,
and the increasingly ubiquitous loT devices in health care
must remain secure.

The public sector: There are new ideas for cross-agency
collaboration that will drive Confidential Computing, new
concepts in citizen data analytics, innovations in predictive
maintenance for military equipment, and ongoing need for
security for publicly exposed assets.

Retail and consumer packaged goods: Tracking and prove-
nance are increasingly employing distributed ledger technology,
and Confidential Computing can allow more powerful buyer and
supplier analytics. New business models involving multi-party
computing will drive increased adoption, too.

High-technology sectors: Confidential Computing will be
needed for key management, federated learning, multiparty
analytics, intellectual property and client data protection,
and security for loT edge devices and data.

Manufacturing: Watch for more distributed ledger technol-
ogy tracking and provenance to drive adoption of Confidential
Computing, more sophisticated analytics, edge computing,
and the need to crunch encrypted data for autonomous
vehicles in the factory.
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» Tapping into the genome

» Easily accessing vital data sets

» Breaking down cloud barriers

Chapter 7

Three Examples of
Deploying Confidential
Computing

onfidential Computing isn’t just a cool-sounding idea for

the future. It’s happening today in more and more places.

This chapter shows you how three organizations made a
Fortanix Confidential Computing solution work to boost
innovation.

Advancing Genomics

Incredibly powerful applications for data exist in the world of
healthcare (we cover this more in Chapter 3). A great example is
the field of genomics, which focuses on studying and mapping
genomes to gain new understandings about health conditions and
their potential treatment.

The human genome, of course, is a huge data set of its own,
with genetic discoveries waiting to be tapped into and processed.
That’s the work of the Translational Genomics Research Institute
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(TGen), an Arizona-based institute seeking to develop diagnos-
tics and targeted therapeutics to achieve better outcomes for such
conditions as cancer and Alzheimer’s disease.

TGen needs high-quality data to make its work happen. Access-
ing the quality data sets it requires is a significant challenge, in
large part because of the stringent data privacy regulations in
the healthcare sector. The U.S. Health Insurance Portability and
Accountability Act (HIPAA) sets a high bar for data privacy, along
with significant penalties for violating its requirements related to
individually identifiable, personal health information (PHI). TGen
also works with European data covered by the super-strict Gen-
eral Data Protection Regulation (GDPR).

Data encryption is an obvious need, and that need has for some
time had decent solutions in place with regard to data at rest and
in transit. But TGen needed encryption capabilities while process-
ing or sequencing individual data.

The Trusted Execution Environment (TEE) that’s at the heart
of Confidential Computing was what TGen needed. And Fortanix
Confidential Computing protects complex artificial intelligence
workloads. This protection is available on any enabled platform,
whether it’s in the cloud or on-premises.

The capabilities of Confidential Computing definitely have come
in handy for the rigors of regulatory compliance. To keep Euro-
pean regulators happy, the solution used geo-fencing to enable
policies based on location of data. It includes support for multiple
data processes in various clouds and locations and centralized
logs to provide a global audit trail of all data access.

TGen reports that the solution has been easy to use, without add-
ing personnel or new technical skills. Intellectual property is well
protected, regulatory requirements are met, and costs are reduced.

Connecting with the Best Data

The BeeKeeperAl platform also aims to accelerate artificial intel-
ligence (AI) innovations in healthcare. It was created at the Uni-
versity of California San Francisco’s Center for Digital Health
Innovation, and like the work of TGen (see the preceding sec-
tion), it deals with stringent requirements for data security that
are part and parcel in the world of healthcare.
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Experts believe machine learning (ML) and AI algorithms can
improve patient outcomes by 30 or 40 percent, and potentially
cut treatment costs in half. Success requires access to diverse sets
of high-quality data about global patient populations. Gaining
access to those data sets can take months to clear the data stew-
ardship hurdles, and the costs are high, too.

Confidential Computing, in this case provided with the help
of Fortanix and partners Microsoft and Intel, has provided a
groundbreaking solution. Simply put, it allows data to remain in

rememeer  the control of the data steward, removing the need for costly and
time-consuming secure acquisition of data.

Rather than bringing the data to the algorithm, this concept sends
the algorithm to the data via secure cloud, where it can compute
against the data. The data steward is able to curate a specialized
data set for the purpose, and the BeeKeeperAl node runs within
the data steward’s regulatory-compliant cloud environment. The
data and algorithm are encrypted in that location, so there’s no
risk of exposure or data breach.

Ultimately, the Confidential Computing solution offers greater
protection of and access to the real-world data sets needed to
succeed in the work of nonbiased, generalizable healthcare Al It
provides full protection of the AI model’s intellectual property
(IP), because it’s published in a secure enclave. And the time and
cost of accessing data sets is reduced significantly, which means
healthcare innovation happens faster.

Overcoming Cloud Hurdles

NEC is a multinational information technology company that pro-
vides IT systems and network solutions to clients in a wide range
of industries. Governments rely on its expertise, as do medical
institutions, power companies, manufacturers, retailers, financial
services companies, and many other kinds of businesses.

Clients are eager to manage and analyze data in the most acces-
sible and effective way possible but have not always been eager
to upload private data to cloud computing environments. There
has been a sense that it’s not the easiest place for analyzing pri-
vate data, and clients sometimes also feared the potential for
breaches while an application is running in the cloud using that
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data. Breaches, of course, create negative publicity and risk costly
regulatory penalties.

As powerful as cloud computing is for such tasks, these concerns
have in the past created a psychological barrier. NEC turned to
Fortanix for a solution, and that answer turned out to be Con-
fidential Computing, using Intel Software Guard Extensions and
Fortanix-created Confidential Computing enclaves. The hope was
to break through that psychological barrier and get customers
using powerful cloud applications to analyze their data.

NEC was looking for three key features:

¥ Management: It was crucial to find a system designed
specifically to manage Confidential Computing and the life
cycles of enclaves.

3 Application support: The platform needed to support
running existing applications in the enclave to avoid any
requirement for rewriting applications or creating new ones
specifically for the enclaves.

3 Security: All data needed to be encrypted while in memory,
and the key needed to be secured in a hardware security
module integrated in the system.

Fortanix Confidential Computing solution checked off these three
important boxes, and clients are now achieving powerful things
in highly secure ways.

The new approach has opened the door to collaborations with
partners on new tech initiatives. A wide range of analytic use
cases have cropped up in such sectors as retail, hospitality, and
government, and more opportunities can be found across finan-
cial services, healthcare, manufacturing, and others.

DISCOVER MORE SUCCESS STORIES

The examples in this chapter have been sourced from fortanix.com. If
you want to read more and discover other successful case studies,
too, visithttps://fortanix.com/customers.
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A note from Anil Rao at Intel

I would encourage every security and compliance stakeholder to read this
book and discover how Confidential Computing can digitally transform your
organization. Confidential Computing has experienced significant growth as
every industry works to ensure privacy and security for their data. This book
really hits the target in educating a broader audience about the game
changing nature of Confidential Computing.

Anil Rao, VP and GM, Systems Architecture and Engineering
Office of CTO, Intel



This book introduces you to the exciting new world of Confidential
Computing. Enterprises need to ensure security across the entire data life
cycle — at rest, in motion, and also in use. Confidential Computing provides
intrinsic security to applications and data in use when, perhaps, it's the most
vulnerable both from external and internal threats. Besides, you can now
safely collaborate with your data and not have to worry about compromising
security or privacy. Confidential Computing is a game changer.
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