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Cyber Fraud will cost
$11 Trillion in damages

AI will generate
$4 Trillion in value



AI Advancements
Wave of GenAI social engineering

Employees Risk
At the root of 90% of attacks



Incumbent Tools 
Do Not Address the Problem





The Future of Awareness
Train each employee with a tailored playlist of the latest attacks



Live Human Threat 
Intelligence

What Makes our Solution so Effective?

OSINT Risk 
Profiling

AI-Powered Attack 
Simulation

Next-Gen Learning 
& Gamification

Compliance & 
Reporting
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● Open up threat composer technology to the public

● Ethical hackers to contribute to open-source database

Simulate the most Dangerous Real-World Threats

Step 1: Multiple newsletter signups Step 2: Call from IT Helpdesk

Live Human 
Threat 

Intelligence

AI-Powered 
Attack 

Simulation

Next-Gen 
Learning & 

Gamification

● Threat intelligence databases

● Web scraping of news, cyber blogs & other publications

1. Public Information

● Customers willing to share real social-engineering attacks

● Industry-specific training simulations shared among customers

2. Industry Community

3. Ethical Hackers - Platform

Compliance & 
Reporting

Compliance & 
Reporting

OSINT Risk 
Profiling

OSINT Risk 
Profiling

+

Recent example: Spambombing attack



Translate Latest Attacks into Training Scenarios 

Previous employer …University

Open positions …Voice sample

Date of annual meetingLatest acquisition

Trade fair …New industry trendMarket & Industry

Company

Team

Individual

Live Human 
Threat 

Intelligence

OSINT 
Risk 

Profiling

AI-Powered 
Attack 

Simulation

Next-Gen 
Learning & 

Gamification

Parameters (Example)

Compliance & 
Reporting

Compliance & 
Reporting

…

OSINT Graph - Admin interface



AI simulations across the human attack surface

100% of human 
attack surface

Difficulty & frequency based 
on user behavior

AI-Powered 
Attack 

Simulation

Next-Gen 
Learning & 

Gamification

Live Human 
Threat 

Intelligence
Compliance & 

Reporting

Compliance & 
Reporting

OSINT Risk 
Profiling

OSINT Risk 
Profiling

Simulation playlist for example user from HR

Executive

High-Risk 
Profile

White 
Collar

Blue 
Collar 

ATTACK VECTOR(S) SIMULATIONSUSER TYPES

C-Level channels:
Phone calls, whatsapp

Custom scenarios 
enriched with personal 

OSINT risk profiles

All relevant channels:
Email, SMS, calls, etc.

User-specific, OSINT 
based on job title

3 standard channels: 
Email, SMS, messenger

Role-specific, OSINT 
based on department

1 channel:
Email

Current phishing 
schemas enriched with 
company OSINT data

Holistic attacks across multiple channels



Bite-sized Learning & Gamification 

In-the-moment training

Next-Gen 
Learning & 

Gamification

Live Human 
Threat 

Intelligence

AI-Powered 
Attack 

Simulation

Gamification dashboard for employees

Compliance & 
Reporting

Compliance & 
Reporting

OSINT Risk 
Profiling

OSINT Risk 
Profiling

● Train employees in an optimal psychological moment with 
bite-sized lesson

● Learning effect that drives long-term behavioral change

1. In-the-moment Training Nuggets

● Internal company ranking encourages healthy competition

● Individual user performance determines difficulty and frequency 
of simulation playlist

2. Gamification

● Interactive, personalized training approach to cover awareness 
beyond simulations

● Training depth adjusts on current awareness level and 
interactions of the employee

3. AI Course Builder



Reporting and Live Human Risk Assessment 

Example HFI scorecard

Next-Gen 
Learning & 

Gamification
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Threat 

Intelligence

AI-Powered 
Attack 
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Profiling

OSINT Risk 
Profiling

Compliance 
& Reporting

Live human awareness monitor example

● Live reporting of awareness levels on group level 

● Data-driven vulnerability analysis including details on severe 
interactions and repeated offenders

1. Live Awareness Monitor

● One-week standardized assessment of 
awareness to compare with industry benchmark

● Development in cooperation with Prof. Dr. Krcmar

2. Human Firewall Index

● Certificate of successful user awareness training fulfills specific 
requirements of compliance standards such as ISO27001, NIS-2, 
TSAX, etc.

3. Compliance Fulfillment



Horizon 3: 
Proactive layer for 
human cyber security

Horizon 2:
Global benchmark for 
human cyber risk

Horizon 1: 
AI-native, threat-based
 E2E awareness platform

Becoming the Global Standard for Human Cyber Risk
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