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Protected around the clock —
with Security Operations by agilimo.

Systematic Cybersecurity: 24/7 monitoring, automated forensics
and scalable services tailored to your business.

When every second counts: We keep you operational — even in critical situations.

IT systems are constantly targeted by cybercriminals — and attacks are often difficult to detect. The
consequences range from operational disruption to existential threafs.

A Security Operations Center provides the visibility and responsiveness needed to react in fime.
As an external SOCaaS (Security Operations Center as a Service), agilimo ensures proactive defense —
scalable, available around the clock, and operated entirely in Germany.

Who benefits from a Security Your advantages with
Operations Centere SOCaas

Mandatory for some. Valuable for all with agilimo as a Managed Security Service
elevated protection needs. Provider (MSSP):
e Organizations in critical infrastructure (KRITIS) e 24/7 monitoring by a German-based
* Mid-sized businesses with growing risk exposure Security Operations Center
e Companies with 24/7 operational requirements * Automated cyber forensics and incident escalation
e Organizations that don’t want to rely solely on * Compliance with BSI, NIS2 and ISO 27001
basic protection tools ¢ Rapid response to critical incidents
¢ Companies subject to NIS2 regulations e Seamless integration with existing systems

(e.g. firewalls)
* Proactive threat intelligence and darknet
monitoring
e Scalable - from startups to enterprise environments
e Transparent costs per endpoint

Cybersecurity — made in Germany op
agilimo is a certified specialist for high-security IT infrastructures and has received multiple 'Ioo
awards as a fop innovator in the German SME sector. Our SOC team combines cutting- toproo.de
edge detection technology with human expertise — and develops tailored, multi-layered Top-Innovator
security concepts based on the cyber kill chain. 202
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SOCaas by agilimo

Three modules — one goal: your security.

Our modular SOCaaS$ packages scale with your needs — from fast onboarding to compliance-driven
entferprise environments. All modules are hosted in Germany, implemented in accordance with BSI
guidelines, and deliver uncompromising “Made in Germany” quality.

SOC Essential SOC standard SOC Premium
Monitoring of systems via EDR @
Customer dashboard with overview of security-relevant events @
24/7 monitoring by the SOC @
Automated ticket creation for verified security incidents @
Quarterly service report @
Darkscan Essentials ©
30-day data storage ©
Data storage up to 180 days optional
Asgard Agent (Incident Response Essential) optional

Monitoring of systems via XDR -

Monthly reports and review meetings -

Inclusion in email distribution list -

Logfile analysis incl. installation of log collector -

Development and use of dedicated detection rules -
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Integration of standard systems -

Darkscan Premium optional optional

Continuous forensic scans with APT scanner THOR optional optional

Development and integration of custom infegrations - -

Additional reports on request - _

SLA for critical incidents within 15-30 minutes - -

Phone availability of the SOC team - -

Proactive threat hunting - .

Full infegration and operation of existing SIEM/SOAR systems - -

Customer dashboard with live real-time data - -

Single Point of Contact (SPOC) - -
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Incident response for real-world incidents optional optional optional

Ready for stronger security and faster response?

Our experts are happy to advise you — or help you launch your custom SOCaaS package.
For pricing and further details, visit: www.agilimo.de/security-operations-center
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