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Self-hosted password
manager for your business

Basic information and terms

passwork.pro


https://passwork.pro/

Passwork is a password
manager for your business

Passwork offers the advantage of effective teamwork with corporate
passwords in a totally safe environment. Employees can quickly access
all their passwords, while the rights and actions are closely supervised
and managed by your company.

Passwork makes it possible to:

Securely store and manage passwords

Perform regular security audits

Track all user activities

Prevent loss of access to sensitive information




Administration / Access to servers

Add password

Recents YO o, Accesstofolder:
£ kf’f Y ~ 33 users
Starred
Inbox
FOLDERS .
a- Microsoft
Servers
PRIVATE VAULTS Additional access: o
Mail 2 sent password, 1 link, 1 shortcut &) (G
SHARED VAULTS
NAME Details Action history  Editions
Administration
‘ Emergency Server User
Access to servers L4 gency Login user@passwork.pro
Authorization & 2FA @& Site24x7 Monitoring
Bstrlpe PaSSWOrd 0000 ccccccccoe
COMPANY VAULTS a- Microsoft
URL https://www.microsoft.com
€ Mailchimp
14 hidden vaults Hostinger TOTP 203 572 S
Tags Admin Operating system
Management Teamwork Clarity Efficiency Convenience

Configure LDAP
integration, SSO
authentication, and
automate security
auditing

Invite your colleagues
to shared folders,
manage user rights,
and get reports on all
activities

Create a convenient
folder-based structure
for storing passwords

Add passwords
manually from any
source or import
them from a file

Find passwords
quickly and easily
with text tags and
color labels



Passwork is suitable
for companies of all sizes

The intuitive interface is easy to use and understand for all types of users

For IT teams

® Private and shared vaults

e Full access to Passwork
features via API

e CLI tools for DevOps teams

® Zero-knowledge client-side
encryption

® Flexible user rights
management

e History of all actions

e Password security analysis

For businesses

e Group-based access control
e Two-factor authentication

e Simple and user-friendly
interface

e Available in English, German,

French, and Spanish
® Secure password sharing
e Server-side data encryption

e GDPR compliant
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BEST EASE OF USE
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For enterprises

e SSO authentication
e AD/LDAP integration

e C(Clustering and failover
support

® Role-based user model
® Secure data sharing

® Deployment across multiple
company branches

® Priority technical support



Your passwords

are always at hand

Mobile app

Get instant access to your corporate
passwords from a mobile phone
wherever you may need it
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Browser extension

Autofill, generate, and manage your
company passwords with just a couple
of clicks
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Advantages of Passwork

-o-

Hosted on your server

Your data is fully encrypted
using the AES-256 algorithm
on both the server and client
sides, ensuring complete
security and privacy (zero-
knowledge). Everything

Is stored on your infrastructure
and managed only by your
trusted team of system
administrators.

Se

Built for business

Invite your colleagues,

create shared folders, and

add credentials from various
services. Employees can quickly
find the passwords they might
need, while administrators
manage user rights, monitor

all activities, and audit security
parameters.

GQ

Simple security
management

Passwork helps your company
meet information security
standards and automate
security audits. If an employee
quits his job, Passwork will
analyze all passwords they
had access to, mark them as
potentially compromised,

and suggests changing them.



Integration into your
system

Map LDAP groups to

Passwork groups and

enable SSO authentication.
Integrate Passwork into your
infrastructure via APl and adapt
it to your organization’s unique
processes.
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Auditable source code

Perform your own audit

to make sure that Passwork
has no vulnerabilities and fully
meets your company'’s security
requirements.
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Technical support

Our technical support team

is always available to offer
remote assistance with the
installation and configuration
of our software. Additionally,
you can get a personal assistant
to resolve your issues more
promptly.



Security and technical
requirements



Security

Passwork helps prevent potential leaks of sensitive information
and gives you full control over user actions. Backups and failover solutions
keep your system running without interruption, even in emergencies.

¢ |nstalled on your servers, and works offline

e All data is encrypted using AES-256 algorithm
e Failover clustering, replication, and backups
e SSO and 2FA authentication

e Auditable source code

e /ero-knowledge architecture




ISO/IEC 27001 certified

The ISO/IEC 27001 certificate confirms our systematic approach to managing
sensitive data and our commitment to the highest standards of information security.

Why is it important

e We use clear, recurring processes for managing
information security, and keep improving them

e [SO helps you meet international legal and regulatory
requirements, providing full transparency into how we
protect your data

e We systematically identify and address security threats
before they affect your business

CERTIFIED

e Certification covers every aspect, including people
and processes, and proves we can prevent cyber
threats effectively



Technical requirements

Passwork runs on PHP and MongoDB, it can
be installed on both Linux and Windows,
with or without Docker.

Passwork is not resource-demanding, the
resources required (RAM, CPU, HDD) and the
number of servers depends on the number of
active users, the amount of data stored and the
system fault tolerance requirements.

Your application server and database can run
on the same dedicated or virtual server.

Operating systems

® Linux (Ubuntu, Debian, CentOS)
e Windows Server (2016, 2019)

Server requirements

e RAM: 4-8 GB
e CPU: 4 cores or more

e HDD/SSD: 100 GB



Licensing



Licenses

The license includes the product itself,

a one-year subscription for updates, and
technical support. The software may be
installed only on one server and must be used
within one legal entity or company (its head
office or branch).

We provide initial help with installation and
setup. Ongoing support is available through
our Help Center.

What is included:

® Passwork self-hosted version
(one-time fee)

® Perpetual license keys

® One-year subscription for
updates and technical support

® Access to the Passwork
Customer portal

® Source code audit capability



Standard license

® Fine-tuning of access rights for each user

Precisely control user access and ensure everyone gets
the right permissions without compromising security

® Group-based access control

Assign permissions to specific groups of users without
the need for individual setup

® AD/LDAP support

Integrate Passwork with your existing directory service
for streamlined user management and authentication

® Flexible data import and export

Import and export necessary data in JSON and CSV
formats for efficient backups and integration with other
systems

® Two-factor authentication

Add an extra layer of security by requiring two separate
authentication methods

® Customizable password generator

The password generator helps users create strong
and secure passwords to protect their accounts

Password security dashboard

Keep your passwords secure: track their complexity,
age and risk of compromise

Detailed reports on user activities

Track every action within Passwork to maintain
transparency and achieve complete control

Password history
Access previous password versions, review activity
history, and simplify security audits

Mobile apps and browser extensions

Autofill, use 2FA, and simplify access to passwords
across your mobile devices and browsers

APl integration

Full access to Passwork features via API: from copying
passwords to security settings

Auditable source code

Perform source code audit and ensure that Passwork
has no vulnerabilities

Shortcuts for passwords

The Standard license allows you to create one shortcut
for each password



Advanced license

o All features from the Standard license
Access to all Standard license features

® SAML SSO authentication

Access Passwork through your chosen identity provider
(IdP) using SAML Single Sign-On

® Mapping LDAP groups with Passwork groups

Map security groups from Active Directory to groups
in Passwork

® Personal manager and priority technical support

Get quick answers to any questions — software updates,

configuration, user management, and more

® Role-based delineation of administrative rights

Assign roles and grant access to specific settings
sections for users without making them administrators

® Clustering and failover support

Set up a configurable failover solution with data
replication

Customizable vault types with automatic
administrator assignment

You will be able to create an unlimited number of
your own vault types. For each type, you can assign
administrators, set restrictions on creating new vaults,
and define the access levels of creators.

Shortcuts for passwords
Create unlimited shortcuts for passwords

Deployment across multiple company branches
Get a special price on additional standalone
Passwork instances for installation in your company's
infrastructure

Video presentation of Passwork for your employees
We'll arrange a video session to explain how
Passwork works, demonstrate key features,

and answer all questions



License comparison

Standard

® Fine-tuning of access rights for each user
® Group-based access control

® AD/LDAP support

® Flexible data import and export

® Two-factor authentication

® Customizable password generator

® Password security dashboard

® Detailed reports on user activities

® Password history

® Mobile apps and browser extensions
® APl integration

® Auditable source code

Advanced

All features from the Standard license

SAML SSO authentication

Mapping LDAP groups with Passwork groups
Unlimited shortcuts for passwords

Role-based delineation of administrative
rights

Personal manager and priority technical
support

Clustering and failover support

Customizable vault types with automatic
administrator assignment

Deployment across multiple company
branches

Video presentation of Passwork for your
employees



Subscription for updates
and technical support

The subscription ensures stable operation

of the password manager and provides access Stay updated and secure

to all new features and security improvements. _ o
An active subscription allows you

Our technical support team is always available to install compatibility updates

to assist you with installation and configuration necessary to keep your Passwork
of new versions. compatible with new versions
of operating systems, browsers,
The one-year subscription is included by default mobile apps, extensions, and
in the Standard and Advanced license. Once the other systems (PHP, OpenSSL,
MongoDB)

initial period has expired, subscription should be
purchased separately.



Subscription renewal options

Annual renewal

To maintain the base renewal price,
access new features, security
improvements, and receive assistance
from our technical support specialists,
it's important to renew your subscription
annually and on time. If your subscription
expires, the renewal will be more
expensive.

We will keep you updated on your
subscription status and contact you
in advance to offer a renewal.

Special offers

e Additional subscription

You can add extra years of
subscription at a discounted rate with
your first purchase. The more years
you choose, the lower the annual
price.

Lifetime subscription

You can purchase a lifetime
subscription for Passwork updates
and technical support, ensuring
your price remains unchanged even
if future rates increase.



Try Passwork for free

Free demo version

You can try Passwork free of charge —
our technical support team will assist you
with the installation and configuration of our

software

Several testing options

You can either test Passwork on our server
or install the full version of our solution

on your server

Video presentation of main features

If necessary, we will organize a video
presentation for you. In this presentation
we will demonstrate the main features of
our product and answer all your questions.
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Contacts

Carrer d'Arago, 208, 2-5, Barcelona, Spain, 08011

info@passwork.pro
passwork.pro

Follow our Telegram channel Explore interesting articles
for news and updates in our blog

Follow our roadmap Passwork reviews on

and changelog Capterra

All prices and conditions are valid until December 31, 2025


https://passwork.pro/roadmap
https://docs.passwork.pro/updates/
https://t.me/passwork_pro
https://passwork.pro/blog/
https://www.capterra.com/p/151018/Passwork/
https://passwork.pro/

