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MRC

MANAGED RISK
AND CONTROLS

AN UMBRELLA

OF SOLUTIONS
TO EFFECTIVELY
MANAGE VARIOUS
ASPECTS OF
CYBERSECURITY.

MRC Services offer an umbrella

of solutions that enable clients to
effectively manage and orchestrate
various aspects of cybersecurity

such as governance, risk, compliance,
and operations. Our comprehensive
approach streamlines these diverse
facets of cybersecurity, providing clients
with a cohesive and integrated security
solution.

MRC provides a comprehensive
approach to cybersecurity
management, leveraging the
SWORDFISH® Platform to offer
situational awareness and orchestrate
client-side operational, risk, and privacy
management activities.

OBRELA.COM

With SWORDFISH®, MRC'’s services
enable organizations to unify and
manage all key components of enterprise
security management, presenting a
unified view of their security posture
through a single pane of glass.
Document your risk, track your contrals,
report on your compliance and exposure
with SWORDFISH® MRC.

This approach streamlines security
operations and allows organizations to
focus on other critical areas of their
business. By deploying MRC, clients can
benefit from the advanced technology
and expertise, achieving a higher level of
visibility, readiness, and resilience against
today’s evolving cyber threats.

Obrela can protect clients through
a combination of MRC products
and service capabilities based on
their maturity, business profile and
capabilities.

OBRELA CAN PROTECT CLIENTS
THROUGH A COMBINATION OF
MRC PRODUCTS & SERVICE
CAPABILITIES

Obrela’s SWORDFISH® platform
can be attuned to the versatile

and dynamically changing needs of
enterprises as a integrated cyber
risk management platform that
orchestrates contrals in the diverse
facets of cybersecurity operations.

MRC Modules:

*  Privacy Management

¢ Policy Management

*  Compliance Management

*  Supply Chain Security

* Exposure Management

* Cyber Risk Management

*  Cyber Resilience Management
* Incident Management

* Digital Universe Management
* Risk Analytics

* Service Management
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MRC PRODUCTS

PRIVACY MANAGEMENT

POLICY MANAGEMENT

COMPLIANCE MANAGEMENT

SUPPLY CHAIN SECURITY
MANAGEMENT

EXPOSURE MANAGEMENT

CYBER RISK MANAGEMENT

CYBER RESILIENCE

MANAGEMENT
Gap Remediation Regulatory Frameworks
DPIA Control Frameworks
Data Subject Requests Policy Frameworks
RoPa ISMS

SERVICE

CAPABILITIES ORCHESTRATION

OBRELA.COM

Risk M.

Risk A li Vendor Assessment

PRIVACY POLICY CYBER RISK COMPLIANCE SUPPLY CHAIN m CYBER RESILIENCE

MRC products enable clients to effectively manage and orchestrate
various aspects of cybersecurity such as governance, risk, compliance, and
operations. Our comprehensive approach streamlines these diverse facets
of cybersecurity, providing clients with a cohesive & integrated security
solution.

A set of services designed to help organizations effectively manage their privacy and
data protection obligations. These services are tailored to each organization and are
aimed at ensuring compliance with relevant privacy regulations, such as the General
Data Protection Regulation (GDPR).

Dedicated to enhancing organizations’ security posture providing a tailored ISMS
review, to ensure that information security policies align with industry best practices
and regulatory requirements.

Provides organizations with comprehensive solutions for assessing their current
compliance status with selected frameworks and assists with implications and
remediation actions.

Empowers organizations to encompass the collection, analysis, and evaluation

of information on security processes and practices currently in place. Enables a
thorough assessment of compliance with selected contractual requirements and
identification of areas that require remediation actions.

Covers the entire vulnerability and exposure management process, including the
identification, assessment, prioritization, and remediation of potential security
weaknesses. A dedicated team of experts identifies vulnerabilities and provides
actionable recommendations to mitigate and address risks effectively.

Through continuous assessment and analysis of identified risks, the service provides
ongoing visibility into clients’ organization’s cyber risk posture, enabling them to
effectively address new and emerging threats.

A comprehensive and proactive approach in managing cyber resilience and business
continuity risks. The service encompasses continuous review, business impact
analysis, recovery strategies, and plans to ensure organizations are well-prepared to
respond to potential disruptions.

PenTest Findings Register

Risk Register Remediation Issues Management VA Findings Register

Vulnerability Management BIA

MRC PRODUCTS
SERVICE GOVERNCENCE AND MANAGEMENT
RISK MONITORING AND HUNTING

CONTENT MANAGEMENT PLATFORM ENG. AND SUPPORT

SWORDFISH Provisioning Layer

SWORDFISH Orchestration and Automation Fabric

SWORDFISH Data Bus

MRC Stack
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% OBR=LRA 3



MRC SERVICE
CAPABILITIES

@ ORCHESTRATION

@ CONTENT
MANAGEMENT

<1, RISK

L), MONITORING
AND HUNTING

@ PLATFORM

~" ENGINEERING
& SUPPORT

$ SERVICE
MANAGEMENT
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MRC services harness the fusion of advanced technology, expert
knowledge, and proprietary process IP to offer organizations a
comprehensive suite of capabilities to effectively identify, manage, and
mitigate cyber risks. By leveraging these services, organizations can
strengthen their cybersecurity governance, risk, and compliance practices,
enabling proactive and efficient cyber risk management.

Offers comprehensive support, enabling organizations to orchestrate and
streamline security operational activities to reduce overheads, optimize
operational security contrals, and provide a strong foundation for effective
enterprise security.

A critical service element that ensures the applied framework accurately
reflects organizational changes and complies with relevant context such as
security compliance requirements, laws, and regulations. Embedded content
increases the efficiency of starting and maintaining a GRC program. Enables
organizations to proactively manage content, ensure its accuracy and
relevance by keeping pace with the latest security content tailored to specific
needs.

Proactively identify and address potential cyber risks leveraging advanced
analytics capabilities, including machine learning algorithms, behavioral
analysis, and real-time risk analytics. Includes continuous monitoring and
hunting for abnormal activities, policy deviations, unmitigated findings,
inconsistencies, and other potential risks to the security posture. Combines
knowledge, intuition, and automation to proactively search for signs of
potential risks before they can cause significant harm to business operations.

The platform engineering and support team encompasses all preventive
maintenance and operations-driven technical tasks related to the SaaS
platform and the customers’ CPE and integrations with their systems via
SWORDFISH® SRM for technical requests.

Ensures customers go beyond successful implementation to achieve their
business objectives. Facilitates collaboration with experts across the service
delivery and guides customers through a structured success program.

% OBR=LRA q



WHY OBRELA MRC

Obrela’s MRC Solution provides visibility across every point

in your ever-expanding organization.

The digital landscape is constantly evolving, and with it comes
new challenges in the realm of cybersecurity. Organizations
face an increasing number of cyber threats, which can

have a devastating impact on their operations, reputation,
and bottom line. To combat these threats, Obrela offers

a comprehensive range for compliance and control that
provides clients with a 360-degree security program.

CUSTOMER-BASED

* Manage Risks in Real Time. Take informed decisions
based on the actual risk. Our centralized view provides a
comprehensive overview of your business risks, removing
complexity and allowing you to prioritize the most critical
issues in real-time. This empowers you to make focused
decisions that are aligned with your business goals and
risk appetite.

* Remove Overheads and Improve Efficiency. Our MRC
services are designed to streamline and orchestrate
security operational activities throughout your
organization, reducing overhead costs and optimizing
operational security controls. By doing so, we help you
to improve efficiency and ensure effective response and
containment in the event of a security incident.

OBRELA.COM

TECHNOLOGY-BASED

Security-As-A-Service. MRC services aim to deliver a
comprehensive 360 security program powered through
which we manage cyber exposure, risk and compliance as
a service and Optional.

Governance & Compliance. The enterprise governance
and compliance management capability of the
SWORDFISH® Technology smoothly connects all major
elements of Information Security Management from
framework establishment and maintenance to continuous
monitoring and reviewing, delivering a robust platform
specifically designed for Information Security Governance
and Compliance.

3D Enhanced Visibility. Our proprietary SWORDFISH®
Technology goes beyond just monitoring technology to
include procedural aspects, delivering 3D visibility for
next-gen Cyber Security. With enhanced visibility, our
clients can make calculated decisions that enhance
their security posture and operational resilience, while
minimizing risk exposure.

Embedded GRC Content. With embedded content

and a vast number of applications and connectors,

MRC enables organizations to dynamically manage

their security framework, orchestrate governance

and compliance procedures, assess compliance

with regulations, policies and standards, and analyze
information risks in real time - all under a single interface
carefully designed for ease of use, easily customizable to
fulfil different organization views and rales.

MRC Service Governance. Ensured through the
Customer Security Success Manager, who serves as
the point of contact for understanding clients’ needs and
security requirements. They provide guidance within the
Obrela ecosystem and service provisioning to ensure
customer success.
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WHY OBRELA

@ WHAT WE DO Obrela delivers real-time, risk-aligned cybersecurity that

Make businesses resilient by deploying a provides an umbrella of defense over every aspect of your

real-time cybersecurity system over an ever- business. \We focus on risk over threats to bring business

expanding digital universe perspective to cyber defense to make security scalable, no

matter how much your business grows.

m? WHY WE DO IT

With full-stack threat detection, aligned to With SWORDFISH®, an Integrated Cyber Risk Management in
business risk, powered by the SWORDFISH® Real Time Platform, we deliver predictability over uncertainty,
platform, and driven by expertise more allowing you to orchestrate and control all aspects of

relentless than any threat. cybersecurity. By centralizing security data, we deliver visibility

over your entire digital universe.

tQJ HOW WE DO IT

No matter the threats that may loom over our .
] y ) At Obrela, we do more than create better cybersecurity. We
customers, we provide an umbrella of security .
i create cyber resilience to defend every person, asset and
that protects every person, every thing, and .
) ) goal your business has.
every goal their business has.

ACKNOWLEDGED AND ACCREDITED BY

Microsoft
Solutions Partner

—— (/7 o, £7 Secur|Ty (G2
et F Gartner - & ¥ | y

e Gold Partner CREST CERLUE

PLUS

A B 0 U T Obrela is a global provider of cyber security services. We provide security analytics and risk
management services to identify, analyze, predict and prevent highly sophisticated security threats

0 B R E LA in real time. Founded in 2010, Obrela delivers real-time cyber risk management combining Threat
Detection and Response (Managed Detection and Response, MDR) with Managed Risk and
Controls (MRC]) services to resolve technology fragmentation and process disconnects, while
aligning technology to business objectives leading to better decision-making.

Our mission is to ‘Keep Your Business in Business’ at all times.
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SEE MORE. STOP MORE.

DO MORE.
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https://www.obrela.com/
https://www.linkedin.com/company/1780368/admin/feed/posts/
https://www.facebook.com/ObrelaSec
https://twitter.com/Obrela
https://www.youtube.com/channel/UCxewJFAxCwZsPtusycNpJ7A

