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Box Zones:

Work seamlessly within and across borders

Helping you address data residency needs while raising the bar for privacy and control in the Content Cloud

Gartner expects 75% of the
world to be covered under some
kind of privacy law. The key, they
saay, will be whether privacy
management programs can be
automated.

Box Zones Locations

Australia Japan
Canada United States
France U.K.
Germany

Usage of Box Zones has doubled
in the last year*

*More than 40 PB of content is protected by Box Zones

With Box Zones, we pair our seamless end-user experience with an unmatched
level of frictionless security, enhanced visibility, and meticulous control for data
protection. Zones lets you store your data (at rest) in a specific region or even
country, helping you meet data residency? obligations.

With a single admin console, admins have complete visibility and control over
the storage Zones for an entire enterprise. At the same time, end users are never
impacted - they can seamlessly collaborate across Zones, while their content?

remains stored in the designated region.

To deliver in-region content storage with high reliability and performance,
Box partners with a network of leading cloud storage providers with data
centers around the world.

Set up Box Zones in 3 easy steps:
1 Select a default Zone and any additional Zones.

2 Map users to a Zone. Users not assigned to a selected Zone
will be assigned to the default Zone.

3 Change assigned Zone for users at any time. Relevant

content is automatically migrated.

! Data residency is the location customers select to store their content. Ultimately, this helps support data storage
2 Content refers to files uploaded into Box by a customer


https://www.zdnet.com/article/gartner-predicts-privacy-law-changes-consolidation-of-cybersecurity-services-and-ransomware-laws-for-next-4-years/
https://www.cbsnews.com/news/ransomware-phishing-cybercrime-pandemic/

Key capabilities
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Real-time visibility and insights Regional compliance Enhanced user experience
and control and performance
Manage your entire organization
. . . Box Zones is flexible for your changing Keeping your content close saves time
with a single admin console.
. . . business needs. Admins control where and allows you to work faster with
Real-time reporting allows admins ] . . ;
to gain additional insights and have content resides and can easily change increased speeds. Using Box
R a user’s Zones at any time. Relevant Multi-zones SSO, admins can quickly
global visibility over the storage
. . content is automatically migrated assign users to a Zone via SAML
Zones for an entire enterprise - no
with no interruption to access. Box assertion. After a one-time setup,
matter how many Zones you choose.
Consulting experts ensure a hassle- new accounts will automatically
free implementation and help you set be mapped to a Zone upon SSO
up your integrations to support your login, allowing for an effortless
regional data residency requirements. experience that seamlessly fits your

enterprise’s changing needs.

Global leaders rely on Box Zones for regional data storage
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Innovation for patient care

At Box, security and compliance are part of our DNA. We take “
a comprehensive and proactive approach to compliance. Box
Zones helps customers address data residency, privacy, and We utilize Box Zones to ensure we store

protection concerns — all from the same Box instance. With

EU and UK Binding Corporate Rules (BCRs), Cloud Computing
Compliance Control Catalogue (C5), and PCI-DSS amongst
others, Box has been assessed to ensure data is managed in a way
that meets business, security, and regulatory needs. Visit the Thomas Cartereau, Chief Information Officer, SMEG
Box Trust Center to learn more about Box’s privacy, security, and

compliance certifications, including ISO 27001, ISO 27018, ISO

27017, FedRAMP Moderate, and SOC 1, 2, and 3.

our content in Europe, which was a very
important deciding factor in
choosing Box.

For more information, visit box.com/zones


https://www.box.com/zones
https://www.box.com/trust

