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| - Developed

and hosted

Password Manager e

without a Master Password .

heylogin is the first password manager with full hardware-
based end-to-end encryption. 2-factor secure by default,
developed and hosted in Germany.

Confirm with your login devices

Market leaders and pioneers trust in heylogin
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30% 2FA 100%

logged in faster 2-factor secure by default GDPR-compliant
than with other solutions and yet simple and stored in Germany

Openness as a basic principle. No blind trust.

Zero-Knowledge Service = Data protection in practice
Documented: 30-page - Made in Germany: Developed
security whitepaper. and hosted in Germany.
Secure encryption: We know GDPR compliant:
nothing about your logins. Data processing in the EU.
g Audited compliance EX A ventures  Clear business model

- 1 % IS0 27001: Company B2B business model: Without
security certified advertising revenue.
Continuously tested: Investors: German Business

Development & infrastructure. Angels & Mozilla Ventures.



How heylogin works

c Onboarding via email, Azure AD
and Google Workspace

Invite your employees via email or synchronize heylogin
directly with Azure AD and Google Workspace. Manual
onboarding via startcode is also possible.
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e Logging in to all websites with
the browser extension

Our browser extension recognizes login forms and displays
heylogin instead. This works automatically with all websites
without any further steps. We offer an extension for Chro-
me, Safari, Firefox and Edge.
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e Confirm with App, Security Key,
Touch ID or Windows Hello

With a Swipe to Login, employees confirm their login process

via iOS or Android app. For employees without smartphones, we
support FIDO2 Security Keys, which are used like USB sticks. Ot-
her alternatives include Touch ID, Windows Hello and smartwat-
ches. By using security chips built into these devices, heylogin is
always 2-factor secure without a complicated master password.
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User/Email Origin Status

O lea@examy ple.com Active [J

[J paul@example.com Not connected
[0 maria@example.com A Not connected G2
[J simon@examplecom A Active ()

ece eoce
Login Login

paul@example.com

Without heylogin With heylogin

Einloggen

Security Key

Touch ID /
Windows Hello

heylogin App Smartwatch

,With heylogin, credentials are no longer
an issue - so we can focus on the game,
not passwords.”

Ingmar von Berg, Project Manager at VfL Wolfsburg
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The complete solution

for your company

< Generated passwords always < Protect employee accounts by
at hand for every registration. synchronizing compromised data.
heylogin generates secure passwords for Our data breach monitoring checks
all websites at any time. employee accounts continuously for

compromised data.

« No more annoying 2FA entries.

o heylogin Q Search all logins
heylogin automates the entry of 6-digit codes

(TOTP) so that you no longer have to the
hassle of typing.

Users Audit-Log Integrations Settings Plan

Q search user Add filter = Reset

Management 1255Users @ Add user
© Manag
. . . . ser/E-Mail rigin atus ‘eams (heylogin)
«” Simplify onboarding and offboarding S S ; T
lea@example.com Active eams Vv
WIth our user management' [ paul@example.com Not connected OTeams v
Our user management enables you to get [ maria@example.com o secount
employees ready for work in just a few [ simongexample.com o sccount
mInUteS and m|n|m|ze |d|e '[ImeS. [J michael@example.com Not connected 1Team v
[ peter@example.com (Admin) Active {3 6Teams v
[ linda@example.com Active [J 7 Teams v
[J anna@example.com Active [J 6Teams v
J More transparency through D benjamin@example.com Active D 12 Teams v
Optimized access management. [ nora@example.com Active 2Teams v
[ lucas@example.com Active {3 4Teams v
Our team and access management gives Logout [ charlotte@example.com Active J 6Teams v
you complete transparency about all
authorizations in your company.
« All user activities at a glance < More security through
with our audit log. predefined password guidelines.
The integration of an audit log enables Password policies can be defined in
permanent control and overview of user heylogin to ensure strong passwords
actions in your company. for all employees.

Your contact person

° v ) Victoria Shkolnik
heYIog in [~ ' Account Executive

Email:  victoria@heylogin.com
Tel.: +49 531 618 939 90
web: www.heylogin.com




