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One data protection
strategy

Four solutions for your environment

Xopero ONE Xopero Unified Protection

Software for centrally managing An all-in-one appliance combining
backup and recovery across your Xopero ONE with a disk array, archiver
entire IT infrastructure and deduplication device

Xopero Sphere Recovery Drive GitProtect

A portable appliance for backup and An automated backup and disaster
instant recovery of ICS/OT systemes, recovery platform for the DevOps
including offline operation ecosystem

XOPERO.COM

x Disaster Recovery


https://xopero.com/
https://xopero.com/

Software

® Xopero ONE

One platform
to protect your entire
infrastructure

Software for centrally managing backup and recovery
across physical, virtual, cloud and hybrid environments.

> Holistic data protection | Every-scenario Disaster Recovery | Data trust + governance

Manage protection from one place

Create backup policies, assign permissions, and monitor jobs, reports and protection status
across your entire infrastructure from one console.

Store data on your terms

Store data locally, in the cloud or in a hybrid environment. Replicate backups across
locations and follow the 3-2-1 rule without relying on a single storage location.

Run any disaster recovery scenario

Restore selected data or an entire system from a backup created at a chosen point in time.
After a major outage, boot a virtual machine directly from the backup or restore the system
to the same or a new device.

IDEAL WHEN:

Your infrastructure is diverse, and backup and recovery must follow consistent policies.

PROTECTED ENVIRONMENTS:

g Endpoints % Servers g Databases vmw VMware == Hyper-V

c Microsoft 365 ‘\ Atlassian 1—9 DevOps D NAS
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Hardware solution

® Xopero Unified Protection

All-in-one backup in
a single appliance

A backup appliance that combines Xopero ONE with a disk
array, archiver, and deduplication device. The hardware
and software form a preconfigured system that is ready to
deploy.

> Unlimited licences | Easy storage expansion | Ongoing technical support

Speed up deployment

Get a plug-and-play system, without having to select or integrate the server, storage, and
backup software yourself.

Keep backup running despite hardware failures

A RAID array, redundant network interfaces, and a backup power supply minimize the risk
of downtime caused by a single component failure.

Save storage and bandwidth

Source-side compression reduces backup size to as little as 60% of the original. Global
source-side deduplication cuts storage and bandwidth use.

IDEAL WHEN:

You need a complete backup infrastructure and one support contact. One manufacturer takes
responsibility for the whole system, so you are never bounced between component vendors.

MULTI-LAYER RANSOMWARE PROTECTION
@ Air gap x Immutable backups (WORM) (D Non-executable files in backups

?(]a AES encryption with your own key
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ICS/OT

® Xopero Sphere Recovery Drive

Business continuity in e <)
9

a portable device

Back up and recover isolated ICS/OT systems with a
portable drive that works without internet or LAN access.
It supports Windows Embedded and Linux, and other
operating systems.

>!OPERO SPHERE

Start recovery on-site

Restore the system in minutes from bootable media connected directly to the protected
device. Local staff can act immediately, without network access or waiting for the HQ
IT team.

Work offline

Create and recover backups in isolated or incident-affected environments. Backups stored
on the device remain offline, making them harder for ransomware to access.

Recover even after hardware failures

Restore the disk image to the original device or to hardware with a different configuration.
A failure of the original device does not have to prevent system recovery.

IDEAL WHEN:

You protect ICS/OT systems on an isolated network and need local backup and recovery, including
after hardware failure, without installing an agent in the operating system.

> Sphere Recovery Drive is part of the Xopero ecosystem. Transfer data between
locations or to the central Xopero ONE console to protect the wider environment.

DESIGNED FOR CRITICAL INDUSTRIES

ﬁ Heavy industry @ Manufacturing /E\ Critical infrastructure 47 Energy

ol Transport O Ppublic & GOV tQ?: Healthcare 2 Biotechnology
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DevOps & SaaSs

B GijtProtect

Protect code and the
full DevOps context

Automated backup and disaster recovery for DevOps,
Microsoft 365, and Atlassian environments. Protect
repositories, metadata, configurations, project data, and
documentation.

> AES encryption + BYOK | Unlimited retention | Multi-level management

Set it once. Protect the entire software lifecycle

After a one-time setup, backups run automatically under defined policies and continuously
capture changes.

Resume project work faster

After an incident, recover project code, structure, and history. Your team can resume work
after human error, a service outage, or ransomware, without rebuilding the project context
manually.

Control what and where you recover

Restore selected data, a point-in-time version, or the entire environment. Recover to the
same or a hew account, a local device, or another platform.

IDEAL WHEN:

Your organisation’s code, metadata, and project data are valuable intellectual property, and their
recovery cannot depend solely on the platform provider.

DEVOPS ) aitHub & GitLab BJ sitbucket I::| Azure DevOps

COLLABORATION ° Jira : Confluence c Microsoft 365 $ SharePoint
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Why Xopero?

B Unify protection

All Xopero products work together within
one ecosystem.

Summary

B Get expert support

Xopero supports you through solution
selection, migration, implementation and
maintenance.

B Simplify backup management

Use solutions designed for ease of use,
automation, and protection against current
threats.

Rely on proven security

Xopero is ISO/IEC 27001 certified and
has completed an independent SOC 2
Type Il audit.

B Choose technology built in Europe

Base your data protection on technology
developed since 2009, backed by a vendor
that understands European market
requirements.

TRUSTED BY

f(a* LexisNexis’

ORIONK .T.‘

HEALTH

WAy & Wharto

UNIVERSITY of PENNSYLVANIA

SALES DEPARTMENT

Let’s talk about protecting data

in your organisation

+48 95 740 20 40

sales@xopero.com

Be ready for audits

Control access and document key activities
to support audits and meet regulatory
requirements such as NIS2, DORA, and
GDPR.
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